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Formal Verification Methods

Formal verification methods

• Rigorous, mathematically based techniques for the specification, development and verification of software and hardware
systems

• Aim at improving correctness, reliability and robustness of such systems

Classifications

• According to design phase
– specification, implementation, testing, ...

• According to specification formalism
– neural network, Markov chain, source code, ...

• According to underlying mathematical theories
– model checking, theorem proving, static analysis, ...
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Goals

Aims of this seminar

• Independent understanding of a scientific topic
• Acquiring, reading and understanding scientific literature

– given references sufficient in most cases
• Writing of your own report on this topic

– far more that just a translation/rewording
– usually an “extended subset” of original literature

■ “subset”: present core ideas and omit too specific details (e.g., related work or optimisations)
■ “extended”: more extensive explanations, examples, ...
■ discuss contents with supervisor!

• Oral presentation of your results
– can be “proper subset” of report
– generally: less (detailed) definitions/proofs and more examples
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Requirements on Report

Your report

• Independent writing of a report of 12–15 pages
• First milestone: detailed outline

– not: “1. Introduction/2. Main part/3. Conclusions”
– rather: overview of structure (section headers, main definitions/theorems) and initial part of main section (one page)

• Complete set of references to all consulted literature
• Correct citation of important literature
• Plagiarism: taking text blocks (from literature or web) without source indication causes immediate exclusion from this seminar
• Font size 12pt with “standard” page layout

– LATEX template will be made available on seminar web page

• Language: German or English
• We expect the correct usage of spelling and grammar

– ≥ 10 errors per page =⇒ abortion of correction
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Requirements on Talk

Your talk

• Talk of 30 minutes
• Available: projector, presenter, [laptop]
• Focus your talk on the audience
• Descriptive slides:

– ≤ 15 lines of text
– use (base) colors in a useful manner
– number your slides
– LATEX/beamer template will be made available on seminar web page

• Language: German or English
• No spelling mistakes please!
• Finish in time. Overtime is bad
• Ask for questions
• Have backup slides ready for expected questions
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Important Dates

Deadlines

• October 24: Topic preferences due
• November 24: Detailed outline due
• December 15: Full report due
• January 12: Presentation slides due
• February 2–3 (?): Seminar talks

Important

Missing a deadline causes immediate exclusion from the seminar
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Selecting Your Topic

Procedure

• You obtain(ed) a list of topics of this seminar.
• Indicate the preference of your topics (first, second, third).
• Return sheet here or via e-mail (noll@cs.rwth-aachen.de) by Friday (October 24).
• We do our best to find an adequate topic-student assignment.

– disclaimer: no guarantee for an optimal solution

• Assignment will be published on web site early next week.
• Then also your supervisor will be indicated.

Withdrawal

• You have up to one week (!) to refrain from participating in this seminar (after topic assignment).
• Later cancellation (by you or by us) causes a not passed for this seminar and reduces your (three) possibilities by one.
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Verification of Probabilistic Systems

Probabilistic Systems:
e.g., Markov decision processes (MDPs)

Verification: Compositional Verification:
• Reduce peak memory consumption by reasoning about

individual parts and putting results together
• Exploit the existence of isomorphic parts of the state space

12 of 31 Trends in Computer-Aided Verification
Thomas Noll et al.

Winter 2025/26



Verification of Probabilistic Systems

Probabilistic Systems:
e.g., Markov decision processes (MDPs)

Verification:

Compositional Verification:
• Reduce peak memory consumption by reasoning about

individual parts and putting results together
• Exploit the existence of isomorphic parts of the state space

12 of 31 Trends in Computer-Aided Verification
Thomas Noll et al.

Winter 2025/26



Verification of Probabilistic Systems

Probabilistic Systems:
e.g., Markov decision processes (MDPs)

Verification: Compositional Verification:
• Reduce peak memory consumption by reasoning about

individual parts and putting results together
• Exploit the existence of isomorphic parts of the state space

12 of 31 Trends in Computer-Aided Verification
Thomas Noll et al.

Winter 2025/26



1. Compositional Learning

Algorithm for compositional learning of automata by alphabet refinement:
• Automata learning: infers automata models of systems from behavioural observations
• Current trend: compositional approaches for concurrent systems
• Approach: automatic refinement of global alphabet into component alphabets while learning the component models

L. Henry, M. R. Mousavi, T. Neele, and M. Sammartino 20:5

Learner Teacher

Membership query: ω → L?

yes / no

Equivalence Query: L(H) = L?

yes / (no + cex)

Figure 2 Active automata learning for a target language L.

3.2 Active Automata Learning
In active automata learning [4], a Learner infers an automaton model of an unknown language
L by querying a Teacher, which knows L and answers two query types (see Figure 2):

Membership queries: is a trace ω in L? The Teacher replies yes/no.
Equivalence queries: given a hypothesis model H, is L(H) = L? The Teacher either replies
yes or provides a counter-example – a trace that is in one language but not in the other.

Algorithms based on this framework – Angluin’s Lω being the classical example – converge to
a canonical model (e.g., the minimal DFA) of the target language. In practice, the Teacher
is realized as an interface to the System Under Learning (SUL): membership queries become
tests on the SUL, and equivalence queries are approximated via systematic testing strategies
[7, 24].

During learning, the learner gathers observations about the SUL. While these observations
are typically organized in a data structure (e.g., a table or a tree), they can be abstractly
represented as a partial function mapping traces to their accepted (+) or rejected (→) status.

↭ Definition 3.6 (Observation function). An observation function over ! is a partial function
Obs : !ω ε {+,→}.
We write Dom(Obs) for the domain of Obs and only consider observation functions with
a finite domain. We sometimes represent an observation function Obs as the set of pairs
{(ω,Obs(ω)) | ω ↑ Dom(Obs)}.
↭ Definition 3.7 (Observation function/language agreement). An observation function Obs
agrees with a language L, notation L |= Obs, whenever ω ↑ L ↓ Obs(ω) = +, for all
ω ↑ Dom(Obs).
To compositionally learn a model formulated as a parallel composition of LTSs ↔n

i=1 Ti, we
define how to derive the local observation functions that will be used for the components.

↭ Definition 3.8 (Local observation function). Given a sub-alphabet !i ↗ !, a local obser-
vation function Obs!i : !ω

i ε {+,→} is defined such that Dom(Obs!i) = Dom(Obs)↭!i
and

Obs!i
(ω→) =

∨
{ε|ε↑Dom(Obs)↓ε↭!i

=ε→} Obs(ω), for all ω→ ↑ Dom(Obs!i
).

This definition is taken to mimic the behavior of parallel composition, i.e., a component Ti

accepts ω→ if and only if there is some ω such that ω↭!i
= ω→ and ↔n

i=1 Ti accepts ω.

↭ Example 3.9. Consider again the LTSs from Figure 1 and suppose we are given the
following observation function for T1 ↔T2: Obs : a ↘≃ +; aa ↘≃ →; abd ↘≃ +. The local
observation functions we obtain for T1 and T2 are, respectively:

Obs{a,b,c} : a ↘≃ +; aa ↘≃ →; ab ↘≃ + Obs{b,d} : ϑ ↘≃ +; bd ↘≃ +.

The observation Obs(abd) = + requires both components to cooperate, hence Obs{a,b,c}(ab) =
+ and Obs{b,d}(bd) = +. We derive Obs{b,d}(ϑ) = + from Obs(a) ⇐ Obs(aa) = +, since the
projection of both these traces to {b, d} is ϑ.

CONCUR 2025

L. Henry, M. R. Mousavi, T. Neele, and M. Sammartino 20:11
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Figure 4 Overview of the algorithm.

5 Compositional Learning Algorithm

In this section, we present our algorithm to compositionally learn an unknown system
SUL = M1 →M2 → . . . →Mn consisting of the parallel composition of n LTSs, given only a
Teacher for the whole SUL and knowledge of the global alphabet !SUL.

A bird’s eye view of the algorithm is provided in Figure 4. The key idea is to learn each
component via a separate learner. Each learner Li poses membership queries independently,
which are suitably translated to queries for the global Teacher, until it produces a hypothesis
Hi. Hypotheses returned by local learners are combined to create a global equivalence query.
Counter-examples obtained through equivalence queries (ω, b) ↑ !ω

SUL ↓ {↔,+} are classified
as either global or local. They are global when the updated observations Obs→ = Obs↗{(ω, b)}
and the current distribution ” of !SUL are such that ” ↘|= Obs→, and local otherwise. Global
counter-examples are used to refine the distribution ”, possibly creating components/learners.
Local counter-examples are used to update the state of local learners.

We briefly recall the local learning procedure, which was introduced in previous work,
before moving on to presenting the details of our main algorithm in Section 5.2.

5.1 Local learners
For each alphabet !i in the distribution ”, we spawn a learner Li that is tasked with
formulating a hypothesis for the corresponding component. A key feature of this learner is
the ability to translate local membership queries into global ones for the entire SUL, and
to interpret the results of global queries at the local level [31]. The main di!culty is that
this translation is not always feasible: when a membership query contains synchronizing
actions, cooperation with the other learners is required. This should be done in a way that
is consistent with the current distribution, i.e., if ” |= Obs, then for any global membership
query result (ω, b) ↑ !ω

SUL ↓ {↔,+}, we require ” |= Obs ↗ {(ω, b)}. Furthermore, due to
the nature of local observation functions, it is possible that at first Obs!i(ω) = ↔, and
later this becomes Obs!i

(ω) = + as the set of global observations is extended through
counter-examples; the learners must account for this. In summary, local learners should:

translate local queries to global ones, preserving ” |= Obs. If a local query cannot be
translated, the answer is “unknown”;
be able to handle “unknown” entries in the learning data structure (e.g., an observation
table), ensuring progress even in the presence of incomplete information; and
be able to correct negative counter-examples on the basis of a later positive counter-
example.

CONCUR 2025

• Léo Henry, Mohammad Reza Mousavi, Thomas Neele, Matteo Sammartino: Compositional Active Learning of Synchronizing
Systems Through Automated Alphabet Refinement, CONCUR 2025
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2. Compositional Model Checking

Framework for analysing sequentially composed MDPs:
• Composition formalism: string diagrams
• String diagrams of MDPs are MDPs composed by algebraic operations:

• Consider the schedulers in a sub-MDP which form a Pareto curve on a combination of local objectives.
• Employ multi-objective model checking of MDPs to obtain a novel compositional algorithm for MDPs compositionally defined

by string diagrams.
• Kazuki Watanabe, Marck van der Vegt, Ichiro Hasuo, Jurriaan Rot, Sebastian Junges: Pareto Curves for Compositionally

Model Checking String Diagrams of MDPs, TACAS 2024
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3. Assume-Guarantee Reasoning

Framework for analysing systems with two parallel components:
• One Markov Decision Process (MDP) as controller model
• One Partially Observable MDP (POMDP) as environment model
• Verification employing Assume-Guarantee (AG) rules: e.g.,

Assume-guarantee Reasoning Framework for MDP-POMDP

Xiaobin Zhang, Bo Wu and Hai Lin

Abstract— We propose an assume-guarantee reasoning
(AGR) framework for verification problem of a system with
two components modeled by Markov Decision Process (MDP)
and Partially Observable MDP (POMDP), respectively. MDP-
POMDP model describes system’s sensing, actuation and en-
vironment uncertainties, which can be used in the modeling
of systems containing different subsystems, e.g., human-robot
collaboration process. While the verification problem of MDP-
POMDP asks whether or not a specification can be satisfied
by the regulated behavior under certain control policies, our
main contribution in this paper is to present and prove a sound
and complete AGR rule based on POMDP strong simulation
relation to reduce the verification complexity.

I. INTRODUCTION

The formal method and its application on probabilistic
systems have received increasing interest recently with ap-
plications ranging from communication protocols design [1]
to robotic motion planning [2], [3], [4]. In these scenarios,
a general task can be specified as, e.g., the probability of
successfully picking up the goods while avoiding obsta-
cles should be large than 0.8. To formally synthesize and
mathematically verify the performance of the controller in
these cases, probabilistic model checking technique is used
to explore all the possible system executions and verify the
system properties [5].

Among models of probabilistic systems with formal design
methods, Markov Decision Processes (MDPs) [6] and the ex-
tension to Partially Observable MDPs (POMDPs) are widely
discussed [7]. In this paper, we consider an MDP-POMDP
model to capture different kind of probabilistic behavior that
exist in robotic applications. MDP-POMDP model can de-
scribe scenarios like human-robot collaboration [8] where the
robot is modeled as an MDP to take actuation uncertainties
into consideration. From the robot’s perspective, the working
environment including human can be modeled as a POMDP
to further consider the sensing noise and uncertainties of
human intention. Given a robot’s supervisor, in this paper we
are interested in developing a framework to efficiently check
if the collaboration model can satisfy a given specification.

In our previous work on supervisor synthesis of POMDPs
[9], learning based approach is applied to automatically
synthesize a supervisor by eliminating counterexamples from
observation-action sequences that may lead to dissatisfaction
of specifications. For MDP-POMDP, to verify if the specifi-
cation is satisfied under the regulation of the proposed super-
visor, in [8] we apply parallel composition between MDP and

The financial supports from NSF-CNS-1239222, NSF-EECS-1253488
and NSF-CNS-1446288 for this work are greatly acknowledged.

The authors are with Department of Electrical Engineering,
University of Notre Dame, Notre Dame, IN 46556, USA.
(xzhang11@nd.edu; bwu3@nd.edu; hlin1@nd.edu)

POMDP model to get the whole system model and perform
model checking. However, just like in the classical non-
probabilistic cases, when multiple individuals are considered
in one system, it suffers from the state space explosion
problem since the state space grows exponentially in the
number of subsystems. Together with recent results on MDP
models [10], we are motivated to consider compositional
model checking techniques to reduce the computational
complexity.

As a promising method for verification when multi sub-
systems are involved, compositional techniques can decom-
pose the verification process by running a separate analysis
for each component in the system without dealing with the
whole system directly. Among those techniques, assume-
guarantee reasoning (AGR) [11] is a very popular approach.
For MDP-POMDP system in this paper, we consider the
following asymmetric rule (ASYM) in AGR .

1 : L1||A |=  

2 : L2 �+ A

L1||L2 |=  

where L1 denotes an MDP, L2 denotes a POMDP, A is the
assumption that strongly simulates L2, denoted as L2 �+

A and  is the specification to be satisfied. Here strong
simulation has been well studied in non-probabilistic systems
for verification [5] and extended to probabilistic systems such
as labeled probabilistic transition systems (LPTSs) [12]. In
this paper we further extend it to the POMDP model and
prove that our framework is sound and complete, which is
our main contribution.

The rest of the paper is organized as follows. Section II
discusses related work of AGR framework. After introducing
MDP-POMDP system modeling in Section III, we formulate
our problem under supervisory control framework in Sec-
tion IV. Section V gives the definition of POMDP strong
simulation relation, inspired by the existing work on MDPs.
Section VI delivers the AGR framework for MDP-POMDP
with proof showing our framework is sound and complete.
Section VII concludes the paper.

II. RELATED WORK

Back in 1990s, AGR was proposed as a model checking
methodology for concurrent systems to avoid the state ex-
plosion problem brought by parallel composition [13], [14].
As a simple example, consider a system composed of two
components, M1 and M2. To check whether the system
satisfies a property P , AGR argues that the composition of

2016 IEEE 55th Conference on Decision and Control (CDC)
ARIA Resort & Casino
December 12-14, 2016, Las Vegas, USA

978-1-5090-1837-6/16/$31.00 ©2016 IEEE 795

Authorized licensed use limited to: Universitaetsbibliothek der RWTH Aachen. Downloaded on October 17,2025 at 08:09:28 UTC from IEEE Xplore.  Restrictions apply. 

“If L1 under assumption A satisfies property ψ and any system containing L2 as a component satisfies A, then the parallel
composition L1 ∥ L2 satisfies ψ.”

• Xiaobin Zhang, Bo Wu, Hai Lin: Assume-guarantee reasoning framework for MDP-POMDP, CDC 2016
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4. Compositional Strategy Synthesis

Framework for strategy synthesis in parallel composition of stochastic games:
• Stochastic two-player game: two types of nondeterminism

– Player □ (uncontrollable environment)
– Player ♢ (controllable part)

• Compose a winning strategy for ♢ in the composed system G1 ∥ G2 ∥ . . . out of strategies in the individual components
G1,G2, . . . via assume-guarantee (AG) rules

• N. Basset, M. Kwiatkowska, C. Wiltsche: Compositional strategy synthesis for stochastic games with multiple objectives,
Information and Computation 2018
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Reasoning Under Uncertainty

Partially Observable MDPs (POMDPs): modeling formalism for planning in AI
POMDPs: Tiger Example 

• non-deterministic choice & probabilistic branching
• partially observable states
• agents’ (partial) knowledge represented by belief state
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1. Efficient Computation of Belief Values

Spaan, Vlassis: Perseus: Randomized Point-based Value Iteration for POMDPs. JAIR 24 (2005)

• Partially Observable MDPs (POMDPs): modeling formalism for planning in AI
– non-deterministic choice & probabilistic branching
– partially observable states

• Main question: what choices maximise expected rewards?
• Point-based value iteration methods are effective approximation techniques
• Perseus uses randomisation for speeding up computations
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2. Planning under Constraints

Poupart et al.: Approximate Linear Programming for Constrained Partially Observable Markov Decision Processes.
AAAI 2015
• Constrained POMDPs: POMDPs with constraints on the expected costs
• Exact solution methods often complex
• Use linear programming to approximate the solution

maximise E

[∑

t

γ tR(st, at)

]

subject to E

[∑

t

γ tCk(st, at)

]
≤ ck ∀k
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3. Multi-Environment Models

van der Vegt, Jansen, Junges: Robust Almost-Sure Reachability in Multi-Environment MDPs. TACAS 2023

• MEMDP: models different environments over the same state space
• Exact environment is unknown
• Examples: guessing a password, navigating with unknown obstacle positions, . . .
• Objective: find one strategy that almost-surely reaches a target in all environments
• Strongly related to POMDP problems
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4. Monte-Carlo Methods

Silver, Veness: Monte-Carlo Planning in Large POMDPs, NIPS 2010
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Figure 1: An illustration of POMCP in an environment with 2 actions, 2 observations, 50 states,
and no intermediate rewards. The agent constructs a search tree from multiple simulations, and
evaluates each history by its mean return (left). The agent uses the search tree to select a real
action a, and observes a real observation o (middle). The agent then prunes the tree and begins a
new search from the updated history hao (right).

stage of simulation, actions are selected by a history based rollout policy ⇡rollout(h, a) (e.g.
uniform random action selection). After each simulation, precisely one new node is added
to the tree, corresponding to the first new history encountered during that simulation.

3.2 Monte-Carlo Belief State Updates

In small state spaces, the belief state can be updated exactly by Bayes’ theorem, B(s0, hao) =P
s2S Za

s0oPa
ss0B(s,h)P

s2S
P

s002S Za
s00oPa

ss00B(s,h) . The majority of POMDP planning methods operate in this man-

ner [13]. However, in large state spaces even a single Bayes update may be computationally
infeasible. Furthermore, a compact represention of the transition or observation proba-
bilities may not be available. To plan e�ciently in large POMDPs, we approximate the
belief state using an unweighted particle filter, and use a Monte-Carlo procedure to update
particles based on sample observations, rewards, and state transitions. Although weighted
particle filters are used widely to represent belief states, an unweighted particle filter can
be implemented particularly e�ciently with a black box simulator, without requiring an
explicit model of the POMDP, and providing excellent scalability to larger problems.

We approximate the belief state for history ht by K particles, Bi
t 2 S, 1  i  K. Each

particle corresponds to a sample state, and the belief state is the sum of all particles,

B̂(s, ht) = 1
K

PK
i=1 �sBi

t
, where �ss0 is the kronecker delta function. At the start of the

algorithm, K particles are sampled from the initial state distribution, Bi
0 ⇠ I, 1  i  K.

After a real action at is executed, and a real observation ot is observed, the particles are
updated by Monte-Carlo simulation. A state s is sampled from the current belief state
B̂(s, ht), by selecting a particle at random from Bt. This particle is passed into the black
box simulator, to give a successor state s0 and observation o0, (s0, o0, r) ⇠ G(s, at). If the
sample observation matches the real observation, o = ot, then a new particle s0 is added
to Bt+1. This process repeats until K particles have been added. This approximation to

the belief state approaches the true belief state with su�cient particles, limK!1 B̂(s, ht) =
B(s, ht), 8s 2 S. As with many particle filter approaches, particle deprivation is possible
for large t. In practice we combine the belief state update with particle reinvigoration. For
example, new particles can be introduced by adding artificial noise to existing particles.

3.3 Partially Observable Monte-Carlo

POMCP combines Monte-Carlo belief state updates with PO–UCT, and shares the same
simulations for both Monte-Carlo procedures. Each node in the search tree, T (h) =
hN(h), V (h), B(h)i, contains a set of particles B(h) in addition to its count N(h) and value
V (h). The search procedure is called from the current history ht. Each simulation begins
from a start state that is sampled from the belief state B(ht). Simulations are performed

4

• Monte-Carlo algorithm for online planning in large POMDPs
• Combines a Monte-Carlo update of the agent’s belief state with a Monte-Carlo tree search from the current belief state.
• Yields new Partially Observable Monte-Carlo Planning (POMCP) algorithm
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5. Efficient Approximation

Krale, Koops, Junges, Simão, Jansen: Tighter Value-Function Approximations for POMDPs, AAMAS 2025

Figure 1: Visualisation of the G!"##$%& POMDP.

First, we introduce the G!"##$%& POMDP (Fig. 1), which we will
use as a running example to illustrate the various upper bounds.

Example 3.1 (G!"##$%&). In the G!"##$%& POMDP (Fig. 1), the
agent starts in an initial belief 𝐿0, with 𝐿0 (𝑀𝐿 ) = 𝐿0 (𝑀𝑀) = 0.5. From
here, the agent can guess in which state it is by taking actions 𝑁
or 𝑂, which both lead to a terminal state 𝑀sink (not depicted), which
yields a reward of 1 if the state is guessed correctly and 0 otherwise.
Alternatively, the agent can execute the waiting action 𝑃 , which
has a probability of 0.2 to transition to the other state and 0.8 to stay
in the same state. All state-action pairs yield the same observation
(denoted →), and we assume a discount factor 𝑄 ↑ [0.9, 1). Since
taking the waiting action 𝑃 does not change the agent’s belief and
yields no reward, it is intuitively easy to see that an optimal policy
is to pick action 𝑁 (or action 𝑂), yielding an expected reward of 0.5.

In G!"##$%&, the sets of unit- and one-step beliefs are given by:
BS = {ω𝑁𝐿 , ω𝑁𝑀 , ω𝑁sink }

B1 = {𝐿0} ↓ {ω𝑁𝐿 ,𝑂,→, ω𝑁𝑀 ,𝑂,→,
ω𝑁𝐿 ,𝐿,→, ω𝑁𝑀 ,𝐿,→, ω𝑁𝐿 ,𝑀,→, ω𝑁𝑀 ,𝑀,→, ω𝑁sink,𝑂,→}.

We note that many beliefs in B1 describe the same state distribution:
in fact, the last 5 elements are all equal to ω𝑁sink . However, through-
out this paper, we will regard such beliefs as distinct members of
this set for notational simplicity.

3.1 Fast Informed Bound (FIB)
A common method of over-approximating the value of a POMDP
is to (partially) ignore the e!ect of partial observability. The most
straightforward example of this is the QMDP bound [35], which
intuitively corresponds to the assumption that agents can fully
observe their state in the future. We can de"ne this as follows:

De!nition 3.2. 𝑅MDP is the "xed point of the operator 𝑆MDP:

𝑆MDP𝑅 (𝐿, 𝑇) = 𝑈(𝐿, 𝑇) + 𝑄 ·
∑
𝑁↔ ↑S

[Pr(𝑀↔ |𝐿, 𝑇) max
𝑃↔ ↑A

𝑅 (ω𝑁↔ , 𝑇↔)] . (4)

To further tighten this bound, the fast informed bound (FIB) [23]
assumes an agent fully observes the current and future states
with a delay of 1 time step. More precisely, we de"ne 𝑅FIB, the
𝑅-value function for this bound, as follows:

De!nition 3.3. 𝑅FIB is the "xed point of the operator 𝑆FIB:
𝑆FIB𝑅 (𝐿, 𝑇) = 𝑈(𝐿, 𝑇)

+ 𝑄 ·
∑
𝑄↑O

max
𝑃↔ ↑A

∑
𝑁↔ ↑S

[
Pr(𝑉, 𝑀↔ | 𝐿, 𝑇)𝑅 (ω𝑁↔ , 𝑇↔)

]
. (5)

App. B.2 [30] provides a proof that this "xed point exists and is
unique (based on the original proof from Hauskrecht [23]).

In Eq. (5), the next action 𝑇↔ is picked independently of the next
state 𝑀↔ but must depend only on the current belief 𝐿 and received
observation 𝑉 . However, for all future time steps, we use 𝑅-values
computed for the unit belief ω𝑁↔ , i.e., as if 𝑀↔ is revealed. Thus, the
formula matches the intuitive description of full observability de-
layed by one time step. In contrast to Eq. (3), 𝑆FIB depends only
on the 𝑅-values of the ("nite) set of beliefs ω𝑁 ↑ BS . Thus, the
value of 𝑅FIB for any belief 𝐿 can be computed e#ciently by (ap-
proximately) computing the "xed point for beliefs in BS . Both the
QMDP bound and FIB are commonly used in POMDP literature
due to their tractability but tend to be loose.

Running example. Recall the G!"##$%& POMDP. Under the QMDP
assumption, taking action 𝑃 would fully reveal the agent’s state. In
that case, an agent can always guess correctly after taking action
𝑃 , which yields an expected value of 𝑄 . Similarly, under the FIB
assumption, taking action𝑃 would fully reveal the agent’s previous
state. The probability of still being in this state after this action is 0.8.
Thus, taking action 𝑃 and guessing the revealed initial state yields
an expected return of 0.8𝑄 . Both are strict overapproximations of
the optimal value 0.5 of the POMDP, and both incorrectly give
higher 𝑅-values for action 𝑃 than for 𝑁 or 𝑂.

3.2 Point Set Bounds
To compute tighter approximations than FIB, we consider a general
value bound that uses point sets [43]: sets of beliefs with known
upper bounds. To make the connection with our own method more
clear, we de"ne them using our own (non-standard) notation. We
start by de"ning a weight function as follows:

De!nition 3.4. Let 𝐿 ↑ ω(S) be a belief and let B ↗ ω(S) be a
point set. A weight function𝑃 : B ↘ R≃0 is any function satisfying
𝐿 (𝑀) = ∑

𝑅↔ ↑B 𝑃 (𝐿↔)𝐿↔ (𝑀) for all 𝑀 ↑ S. WB,𝑅 denotes the set of all
possible weight functions for belief 𝐿 given point set B.2

Intuitively, a weight function expresses a belief 𝐿 as a convex com-
bination of beliefs 𝐿↔ ↑ B. We can use weight functions to compute
upper bounds as follows:

T’"()"* 3.5 (P($%+ #"+ ,(!%-). Given a belief 𝐿, a point set
B, and a function 𝑅 : B ⇐ A ↘ R which over-approximates the
𝑅POMDP-values of all beliefs-action pairs (𝐿↔, 𝑇) ↑ B ⇐A. Then, any
weight function 𝑃 ↑ WB,𝑅 gives an upper bound on the value of 𝐿:

𝑅POMDP (𝐿, 𝑇) ⇒ 𝑅 (𝑃, 𝑇) :=
∑
𝑅↔ ↑B

𝑃 (𝐿↔)𝑅 (𝐿↔, 𝑇) . (6)

This theorem follows directly from the convexity of the value
function for POMDPs [50]. To understand how Theorem 3.5 is
used implicitly by FIB, consider using point set BS and the weight
functions 𝑃𝑅,𝑃,𝑄 (ω𝑁↔ ) = Pr(𝑄,𝑁↔ | 𝑅,𝑃)

Pr(𝑄 | 𝑅,𝑃) . In that case, we "nd:

𝑆FIB𝑅 (𝐿, 𝑇) = 𝑈(𝐿, 𝑇)+𝑄
∑
𝑄↑O

max
𝑃↔ ↑A

[
Pr(𝑉 | 𝐿, 𝑇)𝑅 (

𝑃𝑅,𝑃,𝑄 , 𝑇
↔) ] , (7)

with 𝑅 the weighted sum over values of 𝑅FIB as de"ned in Eq. (6).

2WB,𝑁 is empty if 𝑅 does not lie in the convex hull of B.
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• Problem: Solving POMDPs typically requires reasoning about exponentially many state beliefs
• State-of-the-art solvers use value bounds to guide reasoning
• Sound and tight upper value bounds often computationally expensive to compute
• Paper introduces new and provably tighter upper value bounds
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A Quantum Program

3 0  J A N U A R Y  2 0 2 4 Q U A N T U M  C O M P U T I N G  &  V E R I F I C A T I O N 11[Shor‘s Algorithm, Wikipedia] 



1. Detecting Bugs using QChecker

• Pengzhan Zhao, Xiongfei Wu, Zhuo Li, Jianjun Zhao: QChecker:
Detecting Bugs in Quantum Programs via Static Analysis, Q-SE 2023

• Introduces static analysis tool QChecker that supports finding bugs in
quantum programs in Qiskit

• Two main modules:
– extracting program information based on abstract syntax tree (AST)
– detecting bugs based on patterns

• Bug patterns derived from real quantum bugs in previous studies
– Incorrect uses of quantum gates, measurement-related issues, incorrect initial

state, ...

simulator = Aer.get_backend("qasm_simulator")

qreg = QuantumRegister(3)
creg = ClassicalRegister(3)
circuit = QuantumCircuit(qreg, creg)

circuit.h(0)
circuit.h(2)
circuit.cx(0, 1)
circuit.measure([0,1,2], [0,1,2])
job = execute(circuit, simulator, shots=1000)
result = job.result()
counts = result.get_counts(circuit)
print(counts)

Fig. 1. A simple quantum program in Qiskit

A. Qiskit

Qiskit [2] is one of the most widely used open-source
frameworks for quantum computing, allowing us to create al-
gorithms for quantum computers. As a Python package, it pro-
vides tools for creating and manipulating quantum programs
and running on prototype quantum devices and simulators
and can use built-in modules for noise characterization and
circuit optimization to reduce the impact of noise. Qiskit also
provides a library of quantum algorithms for machine learning,
optimization, and chemistry.

In Qiskit, a program is defined by a quantum ob-
ject data structure that contains configuration information
and the experiment sequences. The object can be used
to get status information and retrieve results [22]. Fig-
ure 1 shows a simple Qiskit program that illustrates
the entire workflow of a quantum program. The function
Aer.get_backend(’qasm_simulator’) returns a backend
object for the given backend name (qasm_simulator). The
backend class is an interface to the simulator, and the
actual name of Aer for this class is AerProvider. After
the experimental design is completed, the instructions are run
through the execute method. The shots of the simulation,
which means the number of times the circuit is run, is set to
1000 while the default is 1024. When outputting the results
of a measurement, the method job.result() is used to
retrieve the measurement results. We can access the counts
via the method get_counts(circuit), which gives the
experiment’s aggregate outcomes.

B. Basic Properties of Qubits

In this subsection, we use Qiskit as an example to explain
the characteristics of quantum bit (qubit for short) and the
necessary execution process of a complete quantum program.

The basic unit of information in quantum computing is the
qubit. As shown in Figure 1, qreg = QuantumRegister(3)

means assigning a quantum register of three qubits, and
the value of each qubit is |0→ by default. So the initial
value of these three qubits is |000→. Next, let the first and
third qubits pass through the H (Hadamard) gate, as shown
by circuit.h(0) and circuit.h(2). In this way, the
unique property superposition of qubits is realized, which

means the qubit contains the states of |0→ and |1→. There is
also an entanglement of qubit properties that only multiple
qubits can achieve. The code in the sample program is
circuit.cx(0,1). That is to say, the first qubit is entangled
with the second qubit through a CNOT (Controlled-NOT) gate
operation. We measure the first qubit, and its output is 0 for
50 percent probability and 1 for 50 percent probability. After
that, measuring the second qubit is 100 percent the same
as the first measurement result. Since the third qubit is not
related to the first two qubits, the last qubit’s measurement
result is still taken with 0 for 50 percent probability and
1 for 50 percent probability. The measurement statement of
qubits shown in Figure 1 is circuit.measure([0,1,2],

[0,1,2]). Measurement can lead to the collapse of a quantum
superposition state to a classical state. There are many kinds
of quantum measurements, and the projection measurement
of a single qubit is used here. That is, each qubit is projected
onto a state space consisting of base vectors |0→ or |1→. In this
program, the final output is a three-bit array.

III. THE QCHECKER TOOL

In this section, we introduce the construction of QChecker,
which is developed based on Python. As illustrated in Figure 2,
QChecker first performs a thorough information extraction
of the quantum programs based on their ASTs. The corre-
sponding operations are in the module Ast_Operator. The
information mainly includes the variable assign operations and
function calls, which will be further stored in QP_Attribute

and QP_Operation. Then QChecker transmits the extracted
information to the bug detectors. The bug detectors can detect
various bug patterns, as shown in Table I. Finally, QChecker
generates bug detection reports, including the buggy programs,
line numbers, and bug descriptions.

A. Information Extraction

The previous static analysis tools inspire us (e.g.,
PyLint [28]) that using AST for program information extrac-
tion is effective and efficient. However, different from classical
static analysis tools, the AST_Operator in QChecker has the
ability to extract information specific to the semantics and
the function of quantum programs. Taking the program shown
in Figure 1 as an example, we apply a structured parsing to
each quantum program file, i.e., generating the AST. We adopt
two modules named QP_Attribute and QP_Operation to
store the AST information of all the variables and function
calls, respectively. In addition, QChecker also supports han-
dling complex syntax and data structures such as dictionaries,
lists, function definitions, loops, and conditional branches.
The purpose of this design is that the structured AST-based
information extraction can help QChecker trace the relation-
ship between each variable and function call. For example,
a variable may be modified multiple times, or its name may
be changed when passed as an argument inside a function.
Nevertheless, we can still trace back the initial value of the
variables in the program. We plot instances of QP_Attribute
and QP_Operation in Figures 3 and 4, respectively.
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2. Detecting Bugs using LintQAnalyzing !antum Programs with LintQ: A Static Analysis Framework for Qiskit 95:11

1 qc = QuantumCircuit (2, 2)
2 qc.h(1)
3 qc.cx(1, 0)
4 qc.measure(0, 0)
5 qc.measure(1, 1)
6 qc.z(0) # Problem: Qubit 0 has collapsed
7 qc.measure(0, 0)

1 from Measurement m, Gate g, int q
2 where
3 mayFollowDirectly(m, g, q)
4 and not g.isConditional ()
5 select gate , "Gate after measurement

on qubit " + q

Fig. 6. Operation a"er measurement example (le") and its analysis (right).

1 qc = QuantumCircuit (2, 2)
2 qc.h(q[0])
3 qc.cx(q[0], q[1])
4 # Problem: Implicitly creates a new

classical register
5 qc.measure_all ()
6 job = execute(qc,backend ,shots =1000)
7 result = job.result ().get_counts(qc)
8 # output: {'00 00': 487, '11 00': 513}

1 from
2 QuantumCircuit c, MeasurementAll m
3 where c = m.getQuantumCircuit () and
4 c.getNumberOfClassicalBits () > 0
5 and m.createsNewRegister ()
6 select m, "measure_all () with classical

register"

Fig. 7. Measure all abuse example (le") and its analysis (right).

Measure all abuse. In Qiskit, the API call measure_all with default arguments is used to
measure all the qubits of a program and store the result in a classical register that is generated
on the !y. Calling measure_all on a circuit that already contains a classical register may cause a
silent problem since the output string would include additional output registers, while the original
classical register would likely end up being empty, initialized with all zeros. Figure 7 (left) shows
an example, where the output bitstring has four bits instead of two, because of the newly added
register. Note that although the developer might still be able to correctly interpret the longer
string, it is a waste of register space and might lead to unexpected results. Analysis: The query
searches for a use of measure_all on a QuantumCircuit that has a classical register. This chain of
relationships is handled by LintQ abstractions, as shown in Figure 7 (right). Note that, thanks to our
abstractions, LintQ knows that the circuit has classical bits even if a ClassicalRegister object
is not explicitly instantiated, but it gets this information indirectly when creating the circuit, i.e.,
QuantumCircuit(2, 2). Ultimately, we use an auxiliary predicate to ensure that the measure_all
gate indeed creates a new register, which happens when it gets called with default arguments, i.e.
whenever the argument is not add_bits=False.

Conditional gate without measurement. In quantum programming, conditional gates play
a crucial role in introducing conditional behavior into quantum circuits. A conditional gate is
applied to a target qubit only when a condition expressed through a classical bit is satis"ed. For
example, qc.h(0).c_if(creg, 0) applies the h gate only if the classical register creg contains
the value 0. However, applying a conditional gate without any preceding measurement that stores
a value into the classical bit(s) used in the condition essentially means a constant condition, which
usually is not the programmer’s intention. Analysis: The query searches for a conditional gate
in a circuit in which all measurements are applied after the conditional gate, i.e., no preceding
measurement exists. For better precision, the query excludes warning raised on circuits involved in
circuit compositions, because those circuits might be composed with others that have a preceding
measurement.

Constant classical bit. Whenever a qubit is manipulated, it is impossible to know its value
without measuring it. In contrast, if a qubit is never modi"ed, its state remains in the initial default
state, i.e., 0, and thus any measurements of it will certainly return a constant value. Analysis:
The query searches for a measurement on a qubit for which there is no preceding gate applied
on it. To reduce false positives, it also excludes cases where the circuit has Subcircuits or an
UnknownQuantumOperator.

Proc. ACM Softw. Eng., Vol. 1, No. FSE, Article 95. Publication date: July 2024.

• Matteo Paltenghi, Michael Pradel: Analyzing Quantum Programs with LintQ: A Static Analysis Framework for Qiskit, FSE
2024

• Uses abstractions for reasoning about common concepts in quantum computing (without referring to details of underlying
quantum computing platform)

• Offers an extensible set of ten analyses that detect likely bugs
– operating on corrupted quantum states, redundant measurements, incorrect compositions of sub-circuits, ...
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3. The Quantum Volume

• Andrew W. Cross, Lev S. Bishop, Sarah Sheldon, Paul D. Nation, Jay M.
Gambetta: Validating quantum computers using randomized model
circuits, Physical Review A, 2019

• Goal: holistic, single-number metric (quantum volume) that quantifies the
largest random circuit of equal width and depth that the computer
successfully implements

• Takes qubit coherence times and operational error rates into account
• High-fidelity operations, high connectivity, large calibrated gate sets

increase quantum volume

ANDREW W. CROSS et al. PHYSICAL REVIEW A 100, 032328 (2019)
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FIG. 1. Model circuit. A model circuit consists of d layers of
random permutations of the qubit labels, followed by random two-
qubit gates. When the circuit width m is odd, one of the qubits is idle
in each layer. A final permutation can be applied to the labels of the
measurement outcomes.

asymptotically (1 + ln 2)/2 ∼ 0.85 [19], while it falls to ∼0.5
if the device is completely depolarized.

To evaluate heavy output generation, we implement model
circuits using the gate set provided by the target system. For
example, the model circuit may need to be rewritten, not
only to use the system’s gate set, but also to respect the
set of available interactions, which may require additional
operations such as SWAP gates. The average gate fidelity [20]
between m-qubit unitaries U and U ′ is

Favg(U,U ′) = |Tr(U †U ′)|2/2m + 1
2m + 1

. (4)

Given a model circuit U , a circuit-to-circuit transpiler finds
an implementation U ′ for the target system such that 1 −
Favg(U,U ′) ! ε $ 1. In many cases, the approximation error
ε is limited by the selected classical precision within the
transpiler (e.g., for arithmetic to compute new gate angle
parameters), but may be further increased if the hardware
requires SU(4) to be approximated with a discrete set of
available gates.

The transpiler is free to use all available tricks and hard-
ware resources to implement U ′ (e.g., taking great compu-
tational effort in finding an optimized U ′ and using extra
qubits for gate teleportation or temporary storage). It may
optimize over qubit placements by choosing the best region
of the device. If it is practical to calibrate a very large gate
set and it happens to include an accurate implementation of
U , the transpiler is free to use it. None of these approaches
is expected to provide an asymptotic advantage, but may
significantly improve practical performance. We do require
that the transpiler make an honest attempt to implement U and
not merely choose a relatively simple operation far from U
that nevertheless produces the heavy outputs for U . The com-
pilation routine for computing the quantum volume of IBM
Q devices is described in Appendix A and an approximation
scheme is given in Appendix B.

The observed distribution for an implementation U ′ of
model circuit U is qU (x) and the probability of sampling a
heavy output is

hU =
∑

x∈HU

qU (x). (5)

To determine if a given output is heavy, we compute HU
directly from U using a method that scales exponentially1

with m. The probability of observing a heavy output by
implementing a randomly selected depth d model circuit is
hd =

∫
U hU dU . Ideally, we would estimate this quantity using

all of the qubits of a large device, but NISQ devices have
appreciable error rates, so we begin with small model circuits
and progress to larger ones. We are interested in the achievable
model circuit depth d (m) for a given model circuit width
m ∈ [n]. We define the achievable depth d (m) to be the largest
d such that we are confident hd > 2

3 (see Appendix C for
further discussion of confidence intervals). In other words,

h1, h2, . . . , hd (m) > 2
3 , hd (m)+1 ! 2

3 . (6)

Algorithm 1 provides pseudocode for testing when each
hd > 2

3 .

Algorithm 1. Check heavy output generation.

function ISHEAVY(m, d; nc " 100, ns )
nh ← 0
for nc repetitions do

U ← random model circuit, width m, depth d
HU ← heavy set of U from classical simulation
U ′ ← compiled U for available hardware
for ns repetitions do

x ← outcome of executing U ′

if x ∈ HU then nh ← nh + 1

return nh−2
√

nh (ns−nh/nc )
ncns

> 2
3

We desire a metric that is a single real number, as this
enables straightforward comparison. Data {d (m)} can be gath-
ered by sweeping over values of m and d . We are free to
choose any function of this data {d (m)} to capture how well
a device performs. The quantum volume treats the width and
depth of a model circuit with equal importance and measures
the largest square-shaped (i.e., m = d) model circuit a quan-
tum computer can implement successfully on average [13,14].
We define the quantum volume VQ as

log2 VQ = argmax
m

min (m, d (m)) (7)

and take this definition going forward.
This definition differs from [13,14] and loosely coincides

with the complexity of classically simulating the model cir-
cuits. There are different ways to classically simulate the
model quantum circuits. A straightforward wave-vector prop-
agation approach requires exponential space and time ∼2m.
A Feynman-like algorithm uses linear space ∼dm but ex-
ponential time ∼4dm. It is possible to trade off time and
space complexity in a smooth way [19]. Clever partitioning

1For error rates as low at 10−4, we anticipate that model circuits
U that can be successfully implemented will involve few enough
qubits and/or low enough depth to compute HU classically. For
lower error rates than this, the quantum volume can be superseded
by new volume metrics or modified so classical simulations are not
necessary.
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4. Resource Estimation

Flexible Type-Based Resource Estimation in !antum Circuit Description Languages 47:5

1 dumbNot :: Qubit -> Circ Qubit
2 dumbNot q = do
3 a <- qinit True
4 (q,a) <- controlled_not q a
5 qdiscard a
6 return q

|1→
𝐿 𝐿

Fig. 2. A Quipper function implementing quantum negation, and the circuit it builds

1 iter :: (Qubit -> Circ Qubit) -> Int
2 -> Qubit -> Circ Qubit
3 iter f 0 q = return q
4 iter f n q = do
5 q <- f q
6 iter f (n-1) q

. . .

. . .

|1→ |1→ |1→
𝐿 𝐿︸⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌︷︷⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌⨌︸

𝐿 times

Fig. 3. A higher-order Quipper function and the result of its application to dumbNot from Figure 2

This section showcases a number of Quipper programs, in order to illustrate how re!nements
and e"ects can be used to keep track of the resource information that we are interested in. In doing
so, we will !nd that width and gate count have to be treated in a fundamentally di"erent way than
depth. We avoid any formality for now, leaving it for the forthcoming sections.

Let us start with the example of Figure 2. The Quipper function on the left builds the quantum
circuit on the right: a dumb and expensive implementation of the quantum not operation. The
dumbNot function implements negation using a controlled not gate and a temporary qubit a, which
is initialized and discarded within the body of the function. This qubit does not appear in the
interface of the circuit, but it clearly has an impact on its overall size. Recalling what we said
previously, we easily see that this circuit has width 2, gate count 1 and depth 1.

Consider now the higher-order function in Figure 3. This function takes as input a circuit building
function f, an integer n and describes the circuit obtained by applying f’s circuit n times to the
input qubit q. Knowing the size of the circuit built by dumbNot, what is the size of the circuit built
by iter dumbNot n? From a width perspective, it is easy to see that the composition in sequence
obeys some form of maximum semantics: outputs become inputs and discarded wires are reused
when new ones are initialized. Thus, the resulting circuit has still width 2. What about its gate count
and depth? From their perspective, the composition in sequence clearly obeys a form of addition
semantics, although for di"erent reasons: in the !rst case, the gate count of two circuits composed
together in any way is the sum of their individual gate counts, whereas in the case of depth, two
circuits stringed together on the same path have depth equal to the sum of their indivdual depths.
Therefore, the circuit built by iter dumbNot n has gate count and depth both equal to 𝑀.

2.2.1 A Type-Based Analysis. Intuitively, this kind of reasoning seems natural, but how can we
draw the same conclusions by means of static analysis? We are facing two major hurdles here:
higher-order types and input-dependent size. As for the former, we closely follow the approach
in [8]. In the cited paper, the arrow type is annotated both with the size of the circuit produced
by the corresponding function once applied (a standard technique in e"ect typing [53]) and with
information about the wires enclosed in the function’s closure (in a way reminiscent of closure
types [59]). We thus work with arrows of the form 𝑁 ↑𝑀

𝑁 𝑂, where 𝑃 is an expression representing
the size of the circuit produced by the function, and 𝑄 is a composite type representing what

Proc. ACM Program. Lang., Vol. 9, No. POPL, Article 47. Publication date: January 2025.

• Andrea Colledan, Ugo Dal Lago: Flexible Type-Based Resource Estimation in Quantum Circuit Description Languages,
POPL 2025

• Type system for Quipper language to derive upper bounds on the size of the circuits compiled from the program
• Can be measured according to various metrics (width, depth, gate count, ...)
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Outline

Overview

Aims of this Seminar

Important Dates

A. Compositional Verification of Probabilistic Systems [Hannah Mertens]

B. Analysis of Partially Observable Stochastic Systems [Alexander Bork, Lisa Pühl]

C. Analysing Quantum Programs [Thomas Noll]

Final Hints
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Some Final Hints

Hints

• Take your time to understand your literature.
• Be proactive! Look for additional literature and information.
• Discuss the content of your report with other students.
• Be proactive! Contact your supervisor on time.
• Prepare the meeting(s) with your supervisor.
• Forget the idea that you can prepare a talk in a day or two.

We wish you success and look forward to an enjoyable and high-quality seminar!
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