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Motivation

» Reasoning about loops is the hardest task in program verification

> Why?
» Weakest preconditions of loops are defined as fixed points
» They can be approximated iteratively
» But: Recognise a pattern to yield a closed-form formula for taking a
loop n times
» Taking the limit yields the required fixed point

These last two steps are the source of undecidability

> “Practical” approach: capture the effect of a loop by a loop invariant

A loop invariant is a property of a program loop that is true before (and after) each

iteration.
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Loop invariants
Recall that for while-loops we have:

wip(while(G){P}, F) = gfp X. (G A wip(P. X)) V (=G A F))

To determine the effect a the while-loop, one exploits an “invariant” / € P

Predicate / € P is a loop invariant if it satisfies:
1. G =1

2. -G A |l > F, and
3. GA = wip(P, ).

Probabilistic Programming Motivation

Characteristic functions for loops

Recall:

wp(while (G){ P}, f) = Ifp X. ([G] wp(P, X) + [=G] - 1)

J

characteristic function ®(X) for wp

and

wip(while (G){ P}, f) = gfp X. ([G] -wip(P, X) + [=G] - f)

J

characteristic function w/(X) for wip

Satisfaction of / is invariant under (guarded) iteration of the loop body P.
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Probabilistic invariants

Loop invariants Overview

For I, F € P and probabilistic loop while(G){P} it holds:

(-G A I = Fand G A I=wip(P, 1)) iff [I] EW([1]) @ Probabilistic invariants

where W[£] is the wlp-characteristic function of the probabilistic loop for
postcondition [F].

On the black board.

Example of a loop invariant.

Joost-Pieter Katoen

Probabilistic Programming

Joost-Pieter Katoen Probabilistic Programming



Probabilistic Programming Probabilistic invariants

Probabilistic invariants

Probabilistic invariants

Let ® be the wp-characteristic function of P' = while(G){P} with respect
to post-expectation f € E and let / € E. Then:

1. Iis a wp-superinvariant of P" w.r.t. f iff ®¢(/) < /.
2. |'is a wp-subinvariant of P' w.r.t. f iff | < ®(/).

Sub- and superinvariants for wip are defined analogously (but are bounded,
i.e., then | € E<q, and ®; is replaced by W;.)

Lemma

[G]-1 = wp(P. 1) iff I < ®Lgp(l)

Left as an exercise. O
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Induction for upper bounds on wp

Induction on complete lattices (Park’s lemma)

Let (D, E) be a complete lattice and ¢ : D - D continuous. Then:

VdeD. ®(d)cd implies Ifp dCd.

Applying this induction principle yields upper bounds on weakest pre-expectations.

Upper bounds on weakest pre-expectations

For while(G){P} and f, ! € E we have:

O(l) < 1 implies  wp(while(G){P}, ) < |
| S
wp-superinvariant

Every wp-superinvariant of a loop for f
is an upper bound to the wp of the loop (and f).

Joost-Pieter Katoen Probabilistic Programming

Probabilistic Programming Probabilistic invariants

Example

Probabilistic Programming Probabilistic invariants

Co-induction for lower bounds on wip

Co-induction on complete lattices (Park’s lemma)

Let (D, E) be a complete lattice and ® : D - D continuous. Then:

VdeD. dt&(d) implies dEgfp .

Applying this induction principle yields lower bounds on weakest liberal
pre-expectations.

Lower bounds on weakest liberal pre-expectations

For while(G){P} and f, | € E<; we have:

I < We()) implies | < wip(while(G)}{P}, f)

wlp-subinvariant

Every wlp-subinvariant of a loop for f
is a lower bound to the wp of the loop (and f).
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Example
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Remarks about unsound versions of (co-)induction

Let (D, E) be a complete lattice and ¢ : D - D continuous. The following
statements are not valid:

VdeD. dt &(d) implies dElfp ®.
and

VdeD. &(d)cd implies gfp ¢Ed.

As a consequence, co-induction for lower bounds on wp of loops and induction on
upper bounds on wlp of loops is unsound.

Counterexample

On the black board.
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Verification of loops (1)

The following procedure can be followed for induction and co-induction:

1. Find an appropriate loop invariant /

2. Push [ through the characteristic function of the loop once, i.e.,
compute ®(/)
3. Check whether this took us down or up in the partial order <:

3.1 ®(/) < I, for induction, or
3.2 | < ®(/), for co-induction.

The key difficulty is to find an appropriate invariant /. This is undecidable.
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w-invariants

w-invariants

Let n€e N, f € E and ¢+ be the wp-characteristic function of the loop
while(G){P}.

The monotonically increasing1 sequence (/)pen is @ wp-w-subinvariant of
the loop w.r.t. f iff

lg < ®+(0) and [,;1 < ®f(/,) forall n.

In a similar way, wlp-w-superinvariants are defined, where f, [, € ELq,
(/) nen is monotonically decreasing, and ®¢ is replaced by V.

"But not necessarily strictly increasing.

Probabilistic Programming w-Invariants

Bounds on loops using w-invariants

1. Let (/)nen be a wp-w-subinvariant of while(G){P} w.r.t. f € E. Then:

sup/, < wp(while(G){P}, ) .
neN

2. Let (/)pen be a wlp-w-superinvariant of while(G){P} w.r.t. f. Then:

wip(while(G){P}, ) < )7211;1 I, .

[
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Verification of loops (2)

The following procedure can be followed using w sub-/superinvariants:

1. Find an appropriate w-invariant, i.e., a sequence (/),en
2. Check that (/),ey is indeed an w-invariant:

2.1 Push I, through the characteristic function
2.2 Check whether this took us above /,,; (for wp) or below /,,; (for wlp)
in the partial order <

3. Find the supremum (for wp) or the infimum (for wlp) of (/),en

In addition to finding appropriate invariants /,,, we have to reason about the limits
of the w-invariants. This is undecidable too.

Probabilistic Programming Proof rules for loops
Overview

@ Proof rules for loops
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Total correctness proof rules for loops

Almost-surely terminating loops
Total correctness proof rules for loops

Let f € E with f <k, for some kK € N, and let J € E be k-bounded too
such that / € E defined by: | = [~G]-f +[G]-J. Then it holds:
1. If I =[F] for some predicate F € IP, then:

Proof rules for a.s.-terminating loops
Let while(G){P} be almost-surely terminating, i.e., wp(while(G){P},1) =1
T -1 < wp(while(G){P}, ) and let | € E<;. Then:
1.
where T = wp(while(G){P}, 1) is the loop's termination probability.
2. If [F]< T for some predicate F € IP, then:

I < &) implies | < wp(while(G)}{P}, f) .
2.
[F1-1 < wp(while(G){P}, )

V() < I implies

wip(while(G){P},f) < I .
3. Ife- 1< T for some € > 0, then:

I < wp(while(G){P}, f).
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Bound refinement

Overview
Let loop while(G){P}, f,/ € E. Then:
1 If dp(l) < 1

wp(while(G){P}, f) < | implies wp(while(G){P}, ) < d¢(/) .

2. 1f | < ds():

I < wp(while(G){P}, f) implies

O(l) = wp(while(G){P}, f) .
If ®#(/) # I, we thus obtain tighter upper and lower bounds, respectively.
The sequence (1), d°(1), ®*(/), ... converges.

For upper bounds to the greatest fixed point that is below (or equal to) /.
(This fixed point itself is an upper bound too.)

© Invariant synthesis

This is the Tarski-Kantorovich fixpoint principle.
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Invariant synthesis for linear programs Soundness and completeness

1. Speculate that a loop invariant can be expressed as linear expression:

[rxy + ...+ apx,+apr € 0] (Brxg + .o+ Boxy + Bost)
]

For any linear probabilistic program and linear loop invariant

» where n is at most the number of program variables in the program i hod will find

» X; are program variables ' this method will fin '

» «;, 3; are real-valued invariant-template variables all parameter solutions that make the template valid, and no others.
>

< € {<,<}is a binary comparison operator

2. Transform these numerical constraints into non-linear FO formulas.

3. Use constraint solving techniques to obtain constraints on «;, ;.
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PRINSYS tool: Probabilistic invariant synthesis Duelling cowboys: when does A win?

Aim: find expectation

sl template FO-formula Satisfying / < [t = A] upon termination.
program equivalent to .
VG int cbDuel(float a, b) {

user input user input

int ¢ = 'i‘ [ Observation |

wip quantifier

parser

computation — elimination while (c =1) { On entering the loop, ¢ = 1 and either t = A or
quantifier- if —A t=B.
free ! (t - ) {
constraints (c:=01a] t

probabilistic
verification
conditions VC

transformation
to DNF

: = B);
on template } else { Template suggestion
parameters . — A);

} | = [t=AAc=0]-1
! —
return t; A wins duel
user chooses } +[t=AAc=1]«
parameter values A's turn

+[t=BAc=1]3

| ——
moves.rwth-aachen.de/prinsys B's turn

translation to
FO-formula

VC in DNF
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Duelling cowboys: when does A win? Annotated program for post-expectation [t = A]
1 int cowboyDuel(a, b) {
2 Aares
Invariant template: /=[t=AAc=0]-1+[t=AAc=1]-a+[t=BAc=1]-5 3 (m_'i—n{ﬁ,%}}
. _ _ _ . 4 (t :=A T[]t :=B);
Initially, t = AAc =1 and thus o = PH{A wins duel}. 5 (t= Al fy +[t=B]- (500
6 ¢ :=1;
Running PRINSYS yields: a-S—-a+a-3<0 A b-a-a+3<0 7 (t=AAc=0-1+[t=AAc=1]- 525 +t=Brc=1] - 52%
8 while (¢ = 1) {
P a 9 t=AAc=1]- 2 +[t=BAc=1] 2722
Simplification yields: 3 < (1 - b)-«v and Py " 10 EL:AAZ¢ﬁ-JfﬁLAuc:lﬁ;ﬁég””ﬁ
Ht=BAc=0-(1-b)+[t=BArc=1] 1532%)
Maximisation: §=(1-b)a and «= ﬁa—a-b i; lf(c(t:: g)[i] t = B):
13 } else {
14 (c :=0 [b] t := 1)
Probabilistic loop invariant 15 }
| [ B 0] . [ B 1] - [ 5 1] (1—b)a 16 }<[t:AAC:O}'1+[t:AAC:1]-m +[t:B}'\C:1]-E(_]"_;bi%)
=[t=AAc=0]-1+[t=AAc=1]-———— +[t=BAc=1]- ——— .
at+b-ab atb-ab 15 (e (f=Anc=0-1+[t=ANc=1] oy
+e=BAre=1]- 152%))
1 ([t=A])

20 return t; // the survivor
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Playing with geometric distributions An alternative program

|
int XminY2(float p, q){

» X is a random variable, geometrically distributed with parameter p int x := 0;
bool flip := false;
(flip := false [0.5] flip := true); // flip a fair coin
Q: generate a sample x, say, according to the random variable X — Y if (not flip) {
while (not flip) { // sample X to increase z
(x +:= 1 [p] flip := true);

> Y is a random variable, geometrically distributed with parameter g

int XminY1(float p, @){ // 0 <=p, q <= 1
int x := 0;
bool flip := false;

}
} else {
while (not flip) { // take a sample of X to increase z flip := false; // reset flip
(x +:= 1 [p] flip := true); while (not flip) { // sample Y to decrease z
’ ’ ’ -:=1;
by P
flip := false; (skip [q] flip := true);
while (not flip) { // take a sample of Y to decrease x }
-:=1 flip := ¢t ;
) (x [q] flip rue) return x; // a sample of X-Y

return x; // a sample of X-Y ¥
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Program equivalence: X - Y
int XminY2(float p, q){

int x := 0;
int XminY1(float p, g){ i; :(Z)O{ [0.5] c := 1);
lile’(C) :{= 0. 1 while (c) {
s (x +:=1 [p]l ¢ :=0);
(x +:=1 [p] c := 0); 3
i - } else {
c :=1; c s 1
while (c) { : >
(x -:=1 [q] c :=0); Wh;]-jici.{
} : ’ .- .
return x; ) (skip [q] c := 0);
’ }
return Xx;
}

Using wp, one can prove that the expectations of f = x coincide if and only if g = ﬁ.

Probabilistic Programming
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Graphically this means . ..

Both programs yield the same expected outcome for x all points on the curve g = 2+p.
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Program equivalence: X - Y
int XminY2(float p, q){

int x, f :=0, 0;
int XminY1(float p, q){ (|ff (? o 85{] fi=1);
wlfilexiff:::o)o'{ o while (f = 0) {
(x++ [p] f:=1); ) (x++ [p] f:=1);
— 0 } else {
f=0
ile ( f.=0;
while (f =0) { -0
(x——[q] f = 1); W':('f-_;(f =0){
return x; ) (skip [q] f :=1);
/ }

return x;

}
|

Using template / = x + [£ = 0] - & we find:

- __.4a _ _ 1
Q11 = 75, 012 = —7o, Q21 = agp and app = -3

_q’
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