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Recap: Pointer Programs and Separation Logic

A Proper Rule for Local Reasoning

The frame rule of Separation Logic is:
{A}c{B} FV(C)N Mod(c) =0
{Ax C}c{B=x*C}

It allows to reason about the behaviour of ¢ in any (heap) context C that is unaffected
by the execution of c.

In particular,
{x+— 0} [x] := 1{x—1}

{x—0xy—0}[x] := 1{x—1xy— 0}
is valid as * excludes aliasing of x and y.
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Recap: Pointer Programs and Separation Logic

Extending the Syntax of WHILE

Syntactic categories:

Category Domain Meta variable
Arithmetic expressions AExp  a
Boolean expressions BExp b

Commands (statements) Cmd C
Context-free grammar:
ar=z|x|a+a | a;-ax | ajxax € AExp
b=t | a{=ao ’ a4>a ‘ —b ‘ b1 /\b2 ’ b1 \/bg c BEX,D
c:=x:= alloc(ay,...,an) | free(a) | x :=|a] | [a] :=4d | skip | x :=a
Cy;Co | if bthen ¢y else ¢, end | while bdo c end € Cmd

e x :=alloc(ay,...,ap) allocates n > 1 fresh addresses with initial values ay, .. ., a,
e free(a) deallocates the address given by a

e x :=[a] stores the value at address a in variable x (lookup)

e [a] := 4 sets the value at address a to the value of & (mutation)
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Recap: Pointer Programs and Separation Logic

Stacks and Heaps

Approach: memory split into stack and heap:
e stack assigns values to (local) variables (just as previous program state)
e heap is array of memory controlled by program (allocation/deallocation)

Definition (Stacks and heaps)

e A stack is an element of the set
Stack .={s|s: Var — Z}
e A heap is an element of the set
Heap := {h: N.g --» Z | [dom(h)| < oo}
The empty heap is denoted by hy (i.e., dom(hy) = ().
e Two heaps hy, ho € Heap are disjoint (notation: hy # h,) if dom(h;) Ndom(he) = (. In this
case, their disjoint union is given by

h1L‘Uh21N>0——->ZZ/I—>{

e The set of (program) states is defined by
> = Stack x Heap

h1(/) if | € dOm(h1)
ha(1) if I € dom(he)
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Recap: Pointer Programs and Separation Logic

Execution of Statements |

Observation: values of (arithmetic and Boolean) expressions depend on the stack only
= employ evaluation functions ([ a] : Stack — Z and B[ b| : Stack — B

Definition (Execution relation for statements)

The execution relation — C (Cmd x Stack U {4 }) x (Stack U {4 }) is defined by:

(lookup)

[,1+1,....,/+n—1¢& N,y \ dom(h)

Alas]s = z

Ala,]s = z,

(alloc)

(x :=alloc(ay,...
2A[a]s = I € dom(h)

(free)

Afa]s = I € dom(h)

(tree(a), (s, h)) — (s, hl — L1])

(x :=la, (s, h)) = (s[x = h(/)], h)
Ala]s =1 € dom(h) A[d]s==z

(mutate)

(la] := 4, (s, h)) — (s, h[l — z])

,an), (s,h) = (s[x = Il,h[l = zy,....1+n—1— z))

2Afa]s ¢ dom(h)
(free(a), (s, h)) — 4

Ala]s ¢ dom(h)
(x :=la], (s, h)) = ¢

Afa]s ¢ dom(h)
(la] := 4 (s h)) — ¢

(fault) <C, é> ~ é

(free-f)

(lookup-f)

(mutate-f)
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Recap: Pointer Programs and Separation Logic

Execution of Statements Il

Definition (Execution relation for statements (continued))

Alajs = z
(skip) . (asgn) [[ ]:I
(skip, (s, ) — (s, h) (x :=a,(s,h) — (slx = 2], )
Bb]s =true (ci,(s,h)) — o B[b]s = false (c», (s, h)) — o
(it=077 [[ ]] < 1 ( )> T (i) [[ ]] < - ( )> /
(if b then ¢y else ¢; end, (s, h)) — o (if b then ¢y else ¢; end, (s, h)) — o
(ci,0) = d" (c,0) — o B[b]s = false

(seq) (wh-f

"(while b do c end, (s, h)) — (s, h)
B[b]s =true (c,(s,h)) - o' (while bdo cend, o) — o
(while bdo c end, (s, h)) — o”

<C1 ;C2,0> — g

(wh-t)

Remarks:
e Deallocation/lookup/mutation of unallocated heap addresses aborts execution and yields a
memory fault (“7”).
e Allocation always succeeds (but yields non-deterministic results).
e Thus, for given (c, (s, h)) all outcomes (success/fault/non-termination) possible!
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Recap: Pointer Programs and Separation Logic

Syntax of Separation Logic Assertions

Definition (Separation Logic assertions)

Separation Logic (SL) assertions are defined by the following context-free grammar
(where a, a; € AExp and x € Var):

Ai=emp|a—ad|AxA|t|la=a|a>a|
_lA’A1/\A2‘A1\/A2|VXA
c SLA

e Abbreviations: a+— (ay,...,a,)=a—a;*...xa+n—1— a,
ar— —:=dx:am—x
dx : A= —=(Vx : -A)
A= A=A VA
Al < A=A = AN A = A
a4 > @ :=ay>a\Va=an

e Remark: recursive predicates for data structures will be introduced later
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Recap: Pointer Programs and Separation Logic

Semantics of Separation Logic

Definition (Semantics of SL assertions)

Let A€ SLAand (s, h) € X. The relation (s, h) |= Ais inductively defined by:

(s, h) = emp if dom(h) = ()

(s,h) Far—d if h= mlRA[a]s — A[d]s]

(S,h):A1*A2 if3h1,h2€Heap:h=h1bLJh2,
(S, h1) |: A; and (S, hg) }Z Ao

(s,h) =Vx:A ifVzeZ:(s[x+— z],h) = A

(s, h) | true

(s,h) Faj=a ifAa]s=A[a-]s

(s,h) Ea>a ifAa]s > Alax]s

(s,h) = —A if not (s, h) = A

(s,h) = Ay A Ay if (s, h) E Ajand (s, h) | A

(S, h) = A VA |f (S, h) IZ A, or (S, h) ): A

Furthermore we let 2 (A) := {0 € ¥ | 0 = A}, and A'is called valid (notation: = A)

if Y(A) = ¥.

RWTH
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Recap: Pointer Programs and Separation Logic

Examples

Example

1. For any s € Stack:
(s,m[d—7,7—4])E4—T7x7—4 but (s,hld—7,7—4])FEd—>T7TNT7—4
Conversely,
(s,p[4d — 7)) =4 —7N4—7 but (s,hld—7|)FEd4d—T7x4—7

2. More generally, separating conjunction prevents unintended aliasing effects. For instance,

(s,h)Ex—0xy—0
<= dhy,ho € Heap: h=h; W ho, (s, h;) Ex+—0and(s,h) Fy—0
<= dhy,h, € Heap : h = hy W ho, hy = hy[s(x) — 0] and ho = hy[s(y) — O]

But hy W h, is defined only if hy # ho, which implies s(x) # s(y).
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Properties of Separating Conjunction

Outline of Lecture 18

Properties of Separating Conjunction
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Properties of Separating Conjunction

Properties of Separating Conjunction

Theorem 18.1 (Properties of separating conjunction)
Forall A, B, C € SLA:

1. Associativity: = Ax (Bx C) < (A*B)*C
2. Commutativity: = Ax B <= Bx A
3. Neutrality ofemp: = Axemp <= empx A <— A
4. Distributivity overV: = (AV B)« C <— (AxC)V (Bx C)
5. Sub-distributivity over \: = (AN B) « C = (A% C) A\ (Bx C)
6. Distributivity over 3: if x ¢ FV(B), then = (3x : A)x B <= dx : (Ax* B)
7. Sub-distributivity overV/: if x ¢ FV(B), then |= (Vx : A) « B = Vx : (Ax B)
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Properties of Separating Conjunction

Properties of Separating Conjunction

Theorem 18.1 (Properties of separating conjunction)

Forall A, B, C € SLA:

Associativity: = Ax (B C) <= (A*B)xC

Commutativity: = Ax B <= Bx A

Neutrality ofemp: = Axemp < emp*xA <— A

Distributivity over \V: = (AV B)« C <— (A* C)V (Bx* C)
Sub-distributivity over \: = (AN B)x C = (A% C) A (B x C)

Distributivity over 3: if x ¢ FV(B), then |= (3x : A)x B <= dx : (Ax* B)
Sub-distributivity over V: if x ¢ FV(B), then = (Vx : A) « B = Vx : (A% B)

NS Ok WD~

Proof.
on the board
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Recursive Data Structures

Outline of Lecture 18

Recursive Data Structures
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Recursive Data Structures

Recursive Predicate Definitions |
Definition 18.2 (SL predicates)

e A (recursive) predicate definition is an equation of the form
P(x1,...,Xp) == A

where P is a predicate symbol, n € N, xq,..., x, € Var and A € SLA an SL assertion,
additionally containing recursive predicate calls of the form P(ay, ..., a,) with

ais,...,an € AExp. Syntactic restriction (to ensure monotonicity): each call must be in the
scope of an even number of negations.
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Recursive Data Structures

Recursive Predicate Definitions |
Definition 18.2 (SL predicates)

e A (recursive) predicate definition is an equation of the form
P(x1,...,Xp) == A

where P is a predicate symbol, n € N, xq,..., x, € Var and A € SLA an SL assertion,
additionally containing recursive predicate calls of the form P(ay, ..., a,) with

ais,...,an € AExp. Syntactic restriction (to ensure monotonicity): each call must be in the
scope of an even number of negations.

e It induces the functional ® : (Z" — 2%) — (Z" — 2%), given by

q)(p)(z17 s 7ZI7) = Z(A[P = P, Xy = Z1,..., Xp = Zn])'
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Recursive Data Structures

Recursive Predicate Definitions |
Definition 18.2 (SL predicates)

e A (recursive) predicate definition is an equation of the form
P(x1,...,Xp) == A

where P is a predicate symbol, n € N, xq,..., x, € Var and A € SLA an SL assertion,
additionally containing recursive predicate calls of the form P(ay, ..., a,) with

ais,...,an € AExp. Syntactic restriction (to ensure monotonicity): each call must be in the
scope of an even number of negations.

e It induces the functional ® : (Z" — 2%) — (Z" — 2%), given by

q)(p)(z17 s 7ZI7) = Z(A[P = P, Xy = Z1,..., Xp = Zn])'

e A state (s, h) € ¥ satisfies a predicate call P(ay, ..., a,) (notation: (s, h) &= P(ay, ..., ap)) if
(s, h) € fix(®)(A]ai]s, . .., ™A[ai]s).
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Recursive Data Structures

Recursive Predicate Definitions Il
The previous definition is justified by the following properties:
Lemma 18.3

1. (Z" — 2*,C)isaCCPOwherep C q iffp(z,...,2,) C q(z1,...,2,) forall zy, . .., z, € Z.
2. & : (Z" — 2%) — (Z" — 2%) is monotonic and continuous w.r.t. (2" — 2+ C).

Proof.
omitted ]
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Recursive Data Structures

Recursive Predicate Definitions Il
The previous definition is justified by the following properties:
Lemma 18.3

1. (Z" — 2*,C)isaCCPOwherep C q iffp(z,...,2,) C q(z1,...,2,) forall zy, . .., z, € Z.
2. & : (Z" — 2%) — (Z" — 2%) is monotonic and continuous w.r.t. (Z" — 2*, C).

Proof.
omitted ]

Thus, Theorem 8.1 is applicable and yields

ix(®) = || {®"(m) | n € N}

where py(zy,...,z,) =0 forall z;,..., z, € Z.

RWTH
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Recursive Data Structures

Recursive Predicate Definitions Il

Example 18.4
A predicate defining singly-linked list segments from address x to y:

sli(x,y) := (x =y Aemp) VIx : x — x" xsl(x, y)
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Recursive Data Structures

Recursive Predicate Definitions Il

Example 18.4

A predicate defining singly-linked list segments from address x to y:

sli(x,y) := (x =y Aemp) VIx : x — x" xsl(x, y)

Fixpoint iteration:
%(py)(x,y) =0
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Recursive Data Structures

Recursive Predicate Definitions Il

Example 18.4
A predicate defining singly-linked list segments from address x to y:
sli(x,y) == (x =y Aemp)VIx" : x — x" xsll(x, y)

Fixpoint iteration:

%(pp)(x,y) =0
' (py)(x,¥) ={(s.h) € | (s,h) = (x =y Aemp) Vv Ix": x = X" x ®%(py) (X', )}
={(s;h) e X | s(x) = s(y) A h = hy}
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Recursive Data Structures

Recursive Predicate Definitions Il

Example 18.4

A predicate defining singly-linked list segments from address x to y:
sli(x,y) == (x =y Aemp)VIx" : x — x" xsll(x, y)

Fixpoint iteration:

%(py)(x,y) =0

' (py)(x,¥) = {(s.h) € T | (s,h) = (x = y Aemp) VI : x = X'+ &g (X, y)}
={(s,h) € X | s(x) = s(y) A h = hy}

*(py)(x,¥) ={(s.h) € | (s,h) = (x =y Aemp) vV Ix": x = X" x &' (py)(x', y)}
={(s,h)eX|(s,h)E(x=yAemp)VIX :x+— x'x(x' =y Aemp)}
={(s;h) e X | (s(x) = s(y) A h = hy) V h = hy[s(x) — s(y)]}
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Recursive Data Structures

Recursive Predicate Definitions Il

Example 18.4

A predicate defining singly-linked list segments from address x to y:

sli(x,y) := (x =y Aemp) VIx : x — x" xsl(x, y)

Fixpoint iteration:

®(py)(x,y) =0

&' (o) (x, ¥) = {(s, 1) € T| (s,h) b= (x = y A emp) v 3x' : x > x' % O(my)(x', )}
={(s;h) € X | s(x) = s(y) A h= hy}

®%(pp)(x, ¥) = {(s,h) € X | (s, h) |= (x =y Aemp) V Ix": x = X" 5 ' (py)(x', y) }
={(s,h)eX|(s,h)E(x=yAemp)VIX :x+— x'x(x' =y Aemp)}
=1{(s,h) € X | (s(x) = s(y) A h=hy) V h = hy[s(x) = s(y)]}

®(py)(x, ¥) = {(s,h) € | (5, h) = (x = y Aemp) VI : x — X' 93(py) (X', )}
=1{(s,h) e 1| (S(X):S( Ah=hy)Vh=hyls(x) = s(y)] v

X' € Z: h= hy|s(x) = s(x), s(x) = s(y)]}
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Partial Correctness Properties

Outline of Lecture 18

Partial Correctness Properties
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Partial Correctness Properties

Partial Correctness Properties in Separation Logic

Here we take a fault-avoiding interpretation of Hoare triples:
e programs must be memory-safe, i.e., never reach a fault
e all successfully terminating programs must satisfy the postcondition
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Partial Correctness Properties

Partial Correctness Properties in Separation Logic

Here we take a fault-avoiding interpretation of Hoare triples:
e programs must be memory-safe, i.e., never reach a fault
e all successfully terminating programs must satisfy the postcondition

Definition 18.5 (Partial correctness properties)

e For A, Be€ SLAand c € Cmd, {A} c{B} is called a partial correctness property (PCP) with
precondition A and postcondition B.
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Partial Correctness Properties

Partial Correctness Properties in Separation Logic

Here we take a fault-avoiding interpretation of Hoare triples:
e programs must be memory-safe, i.e., never reach a fault
e all successfully terminating programs must satisfy the postcondition

Definition 18.5 (Partial correctness properties)

e For A, Be€ SLAand c € Cmd, {A} c{B} is called a partial correctness property (PCP) with
precondition A and postcondition B.

e A state (s, h) € ¥ satisfies PCP {A} ¢ {B} (notation: (s, h) = {A} ¢{B}) if, whenever
(s.h) A

1. (¢, (s, h)) /> 4 and
2. if (c, (s h)) — (', H), then (s, ') = B.
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Partial Correctness Properties

Partial Correctness Properties in Separation Logic

Here we take a fault-avoiding interpretation of Hoare triples:
e programs must be memory-safe, i.e., never reach a fault
e all successfully terminating programs must satisfy the postcondition

Definition 18.5 (Partial correctness properties)

e For A, Be€ SLAand c € Cmd, {A} c{B} is called a partial correctness property (PCP) with
precondition A and postcondition B.
e A state (s, h) € ¥ satisfies PCP {A} ¢ {B} (notation: (s, h) = {A} ¢{B}) if, whenever
(s, h) = A,
1. {c, (s, h)) /& 4 and
2.if (c, (s, h)) — (', W), then (s, H') = B.
e PCP {A} c{B} is called valid (notation: |= {A} c{B}) if (s, h) = {A} c{B} for every
(s,h) € %.
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The Proof System

Outline of Lecture 18

The Proof System
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The Proof System

The Proof System |
Definition 18.6 (SL proof rules)

x ¢ FV(a) x ¢ FV(a)

e Z T {a— vix:=[a{a— vAXx =V}

{emp} x :=alloc(a) {x — a}

(free) (mutate)

{ar —} free(a) {emp} {ar— —]}[a] :=d{a— &}
x ¢ FV(a) {A} c{B} Var(C)n Mod(c)=10
{emp} x:=a{emp A x = a} e {Ax C}c{Bx C}

{Atci{C} {C}e{B}

(asgn)

(skip) (seq)

{A} skip (4] {At o1 B}
{ANDb}ci{B} {AA-b}c{B} {ANA b} c{A}
v {A} if b then ¢, else ¢, end {B} " {A} while bdo cend {AA —b}
=(A=A) {A}c{B} (B =B
{A}yc{B}
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The Proof System

The Proof System i
Remarks:

e The preconditions imposed by (lookup), (free) and (mutate) ensure the fault-avoiding
interpretation of PCPs.
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The Proof System

The Proof System i
Remarks:
e The preconditions imposed by (lookup), (free) and (mutate) ensure the fault-avoiding
interpretation of PCPs.
e The new rules only consider the “memory footprint” of the respective statement, i.e.,
mention only the cells accessed or (de)allocated (“local reasoning”).
e Therefore, the frame rule
{A} c{B} Var(C)n Mod(c)
{Ax C}c{B=x*C}
is crucial for embedding the local operation in a larger (heap) context C that is unaffected
by the execution of c.

0

(frame)

RWTH
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The Proof System

The Proof System i
Remarks:
e The preconditions imposed by (lookup), (free) and (mutate) ensure the fault-avoiding
interpretation of PCPs.
e The new rules only consider the “memory footprint” of the respective statement, i.e.,
mention only the cells accessed or (de)allocated (“local reasoning”).
e Therefore, the frame rule
{A} c{B} Var(C)n Mod(c)
{Ax C}c{B=x*C}
is crucial for embedding the local operation in a larger (heap) context C that is unaffected
by the execution of c.
e Some rules have refined variants that get rid of side conditions. For example, (asgn’) can
be used in place of (asgn) in case x € FV/(a), where v denotes a fresh variable that stores
the previous value of x (and similarly for (alloc) and (lookup)):

x ¢ FV(a)
){emp}x:=a{emp A X = a} ){emp Ax=v}x:=a{empA x = a[x — v]}
However, these refined rules are not required for our examples.

0

(frame)

(asgn

(asgn’

RWTH
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The Proof System

Pointer Swap Example

Example 18.7 (Pointer swap)

t = [x];

[x] := u;
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The Proof System

Pointer Swap Example

Example 18.7 (Pointer swap)

{x+—= vxy— w} Precondition
t = [x];

u = [y];

[x] := u;

[yl := t;

{x— wxy— v} Postcondition
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The Proof System

Pointer Swap Example

Example 18.7 (Pointer swap)

(lookup

{x— vy w}

t = [x];
{x—vAt=vVv)xy— w}
u := [yl;

[x] := u;

[y] := t;

{x = wxy— v}

x ¢ FV(a)

{a—vix:=[a{a— vAx=V}

Precondition

(lookup, frame)

Postcondition

{A} c{B} Var(C)N Mod(c)
| {AxC}c{Bx*C}

0

(frame
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The Proof System

Pointer Swap Example

Example 18.7 (Pointer swap)

{x+— vxy— w} Precondition

t = [x];

{x—vAt=vVv)xy— w} (lookup, frame)

u := [yl;

{(x—vAt=Vv)x(y—>wAu=w)} (lookup, frame)

[x] := u;

[y] := t;

{x = wxy— v} Postcondition

x ¢ FV(a) {A}c{B} Var(C)Nn Mod(c) =1
las vix =l {a— vAx = v} o {Ax C}c{Bx C}

RWTH

Summer Semester 2019 ’ i
Software Modeling
Lecture 18: Separation Logic Il Il and Verification Chair

(Recursive Data Structures and Partial Correctness Properties)




The Proof System

Pointer Swap Example

Example 18.7 (Pointer swap)

{x+—= vxy— w} Precondition

t = [x];

{x—vAt=vVv)xy— w} (lookup, frame)

u = [y];

{x—=VvAt=Vv)x(y—wAu=w)} (lookup, frame)
= {x—= vy wAt=vAu=w)} (Theorem 18.1(5))
[x] := u;

[yl := t;

{x+— wxy— v} Postcondition

=(AAB)*C= (A% C) A (Bx*C)
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The Proof System

Pointer Swap Example

Example 18.7 (Pointer swap)

{x+— vxy— w} Precondition

t = [x];

{x—vAt=vVv)xy— w} (lookup, frame)

u := [yl;

{(x—vAt=Vv)x(y—>wAu=w)} (lookup, frame)
= {x—= vy wAt=vAu=w)} (Theorem 18.1(5))
[x] := u;

{x—uxy—>wAt=vAu=w)} (mutate, frame)
[yl := t;

{x = wxy— v} Postcondition

0

| {A} c{B} Var(C)N Mod(c)

(mutate (frame

{a— —|}[a :=d {a— 4} {Ax C}c{Bx C}
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The Proof System

Pointer Swap Example

Example 18.7 (Pointer swap)

{x+— vxy— w} Precondition

t = [x];

{x—vAt=vVv)xy— w} (lookup, frame)
u := [yl;

{(x—vAt=Vv)x(y—>wAu=w)} (lookup, frame)
= {x—=>Vvxy—> wAt=vAu=w)} (Theorem 18.1(5))
[x] := u;

{x—uxy—>wAt=vAu=w)} (mutate, frame)
[yl := t;

{x—uxy—>tAt=vAu=w)} (mutate, frame)
{x = wxy— v} Postcondition

0

| {A} c{B} Var(C)N Mod(c)

(mutate (frame

{a— —|}[a :=d {a— 4} {Ax C}c{Bx C}
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The Proof System

Pointer Swap Example

Example 18.7 (Pointer swap)

{x+—= vxy— w} Precondition
t = [x];
{x—vAt=vVv)xy— w} (lookup, frame)
u = [y];
{x—=VvAt=Vv)x(y—wAu=w)} (lookup, frame)
= {x— vy wAt=vAu=w)} (Theorem 18.1(5))
[x] := u;
{x—uxy—wAt=vAu=w)} (mutate, frame)
[yl := t;
{x—uxy—tAt=vAu=w)} (mutate, frame)
= {x— w*xyr— v} Postcondition
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