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Relational Hoare Logic
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 Standard Hoare Logic  Relational Hoare Logic

s1

s 01

s2

s 02

c1 c2

P

Q

c

s

s 0 Q(s 0)

P(s)

|= {P} c {Q}
i↵

P(s) =) Q(JcK(s))

|= {P} c1 ⇠ c2 {Q}
i↵

s1 P s2 =) Jc1K(s1)Q Jc2K(s2)

 Probabilistic 
Relational Hoare Logic

s1 s2

c1 c2

P

µ0
1 µ0

2L(Q)

|= {P} c1 ⇠ c2 {Q}
i↵

s1 P s2 =) Jc1K(s1) L(Q) Jc2K(s2)

{P} c1 ⇠ c2 {Q}

P ,Q 2 P(S⇥S)

{P} c {Q}

P ,Q 2 P(S)
{P} c1 ⇠ c2 {Q}

P ,Q 2 P(S⇥S)

prob. programs

Lifting of Q to a relation over 
distributions on program states



Lifting Relations to Distributions 

5? If µ 2 D(A⇥B) we define ⇡1(µ)(a) =
P

b2B µ(a, b) and ⇡2(µ)(b) =
P

a2A µ(a, b).

Lifting of Relations

The operator
L(·) : P(A⇥B) ! P(D(A)⇥D(B))

that lifts relations over sets A, B to relations over distributions on these sets is defined as

2 D(A) 2 D(B)2 P(A⇥B)

µ1 L(R) µ2 , 9µ 2 D(A⇥B) •

(
⇡1(µ) = µ1 ^ ⇡2(µ) = µ2

supp(µ) ✓ R



Relational Hoare Triples 

6

 Examples

  

  

  

random assignment

|= {true} x

$:= U [0 . . . 10] ⇠ x

$:= U [2 . . . 12] {xh1i + 2 = xh2i}

|= {bh1i = ¬bh2i} if b then x

:= 0
else x

:= 1 ⇠ if b then x

:= 1
else x

:= 0 {xh1i = xh2i}

|= {true} x

$:= U{t, f };
if (x=f ) then x

$:= U{t, f } ⇠ x

$:= U{t, f } {xh1i=f =) xh2i=f }



Proof System pRHL (Two-sided Rules)
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` {P} skip ⇠ skip {P} [skip] ` {Q[xh1i/Ah1i, y h2i/Bh2i]} x := A ⇠ y

:= B {Q} [assgn]

` {false} abort ⇠ abort {Q} [tc-abort]
` {P} c1 ⇠ c2 {Q 0} ` {Q 0} c 01 ⇠ c

0
2 {Q}

` {P} c1; c 01 ⇠ c2; c 02 {Q} [seq]

s1 P s2 , (µ1 I �v • ⌘
s1[x1/v ]) L(Q) (µ2 I �v • ⌘

s2[x2/v ])

` {P} x1
$:= µ1 ⇠ x2

$:= µ2 {Q}
[rand]

|= (P =) P

0) ` {P 0} c1 ⇠ c2 {Q 0} |= (Q 0 =) Q)

` {P} c1 ⇠ c2 {Q} [cons]

|= (P =) G1h1i = G2h2i)
` {P ^ G1h1i} c1 ⇠ c2 {Q} ` {P ^ ¬G1h1i} c 01 ⇠ c

0
2 {Q}

` {P} if G1 then c1 else c

0
1 ⇠ if G2 then c2 else c

0
2 {Q} [if]

` {I ^ G1h1i ^ v h1i=k} c1 ⇠ c2 {I ^ v h1i<k}
|= (I =) G1h1i = G2h2i) |= (I ^ G1h1i =) v h1i�0)

` {I} while G1 do c1 ⇠ while G2 do c2 {I ^ ¬G1h1i}
[tc-while]

` {P�1} c2 ⇠ c1 {Q�1}
` {P} c1 ⇠ c2 {Q} [inv]

` {P} c1 ⇠ c2 {Q} ` {P 0} c2 ⇠ c3 {Q 0}
` {P � P 0} c1 ⇠ c3 {Q � Q 0} [comp]



Proof System — Limitations

8

The above proof system

Only relates programs that are structurally equal.

There exist even pairs of structurally equal programs that cannot be related.

6 ` {⌘} if b then x

:= 0
else x

:= 0 ⇠ x

:= 0 {⌘}

6 ` {⌘} if b then x

:= 0
else x

:= 1 ⇠ if ¬b then x

:= 1
else x

:= 0 {⌘}



Proof System pRHL (One-sided Rules)
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` {false} c1 ⇠ c2 {Q} [contr]

` {Q[xh1i/Ah1i]} x := A ⇠ skip {Q} [d-assgn]

` {P ^ Gh1i} c1 ⇠ c2 {Q} ` {P ^ ¬Gh1i} c 01 ⇠ c2 {Q}
` {P} if G then c1 else c

0
1 ⇠ c2 {Q} [c-branch]

` {P ^ ¬G h1i} while G do c ⇠ skip {P ^ ¬G h1i}
[d-while]



Using pRHL to Relate the Probabilities of Events
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|= {true}
x

$:= U [0..10];
x

:= x+2
| {z }

c1

⇠ x

$:= U [2..12]

| {z }
c2

{xh1i=xh2i}

Pr[c1(s1) : x�5] = Pr[c2(s2) : x�5] 8s1, s2)



Using pRHL to Relate the Probabilities of Events
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 Application example

s1 P s2 |= {P} c1 ⇠ c2 {Q} Q =) (Ah1i () Bh2i)

Pr[c1(s1) : A] = Pr[c2(s2) : B]
[Pr-Eq]

|= {true}
x

$:= U [0..10];
x

:= x+2
| {z }

c1

⇠ x

$:= U [2..12]

| {z }
c2

{xh1i=xh2i}

Pr[c1(s1) : x�5] = Pr[c2(s2) : x�5] 8s1, s2)



Approximate Relational Properties of Probabilistic Programs
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Program 

c1 : h := 1�h;

l $:= 1
2 hli+

1
2 h1�li

No information flow from h to l

is non—interferent(L={l},H={h})

Program 

is interferent

c2 : h := 1�h;

l $:= ✏hhi+ 1
2 (1�✏)hli+ 1

2 (1�✏)h1�li

|= {lh1i=lh2i} c1 ⇠ c1 {lh1i=lh2i} 6|= {lh1i=lh2i} c2 ⇠ c2 {lh1i=lh2i}

For all pair of initial states s1 and s2  
such that                    , it holdss1(l) = s2(l)

8' • Pr[c1(s1) : '(l)] = Pr[c1(s2) : '(l)]
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Program 

c1 : h := 1�h;

l $:= 1
2 hli+

1
2 h1�li

No information flow from h to l

is non—interferent(L={l},H={h})

Program 

c2 : h := 1�h;

l $:= ✏hhi+ 1
2 (1�✏)hli+ 1

2 (1�✏)h1�li
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For all pair of initial states s1 and s2  
such that                    , it holdss1(l) = s2(l)

8' • Pr[c1(s1) : '(l)] = Pr[c1(s2) : '(l)] 8' •
��Pr[c2(s1) : '(l)]� Pr[c2(s2) : '(l)]

��  ✏

is ϵ-non—interferent APPROXIMATE  
NON-INTERFERENCE
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Approximate Relational Properties of Probabilistic Programs
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For all pair of initial states s1 and s2  
such that  s1 P s2 , it holds

8' • Pr[c1(s1) : '(l)] = Pr[c1(s2) : '(l)] 8' •
��Pr[c2(s1) : '(l)]� Pr[c2(s2) : '(l)]

��  ✏

|= {P} c1 ⇠ c1 {lh1i=lh2i}

For all pair of initial states s1 and s2  
such that  s1 P s2 , it holds

⇡l(Jc1K(s1)) = ⇡l(Jc1K(s2))

or equivalently,



Approximate Relational Properties of Probabilistic Programs
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�SD

⇣
⇡l(Jc2K(s1)),⇡l(Jc2K(s2))

⌘
 ✏

For all pair of initial states s1 and s2  
such that  s1 P s2 , it holds

8' • Pr[c1(s1) : '(l)] = Pr[c1(s2) : '(l)] 8' •
��Pr[c2(s1) : '(l)]� Pr[c2(s2) : '(l)]

��  ✏

|= {P} c1 ⇠ c1 {lh1i=lh2i}

For all pair of initial states s1 and s2  
such that  s1 P s2 , it holds

⇡l(Jc1K(s1)) = ⇡l(Jc1K(s2))

or equivalently, or equivalently,

Statistical Distance between Distributions

�SD (·, ·) : D(A)⇥D(A) ! R�0

�SD (µ1,µ2) , sup
A0✓A

��µ1(A0)� µ2(A0)
��

0  �SD (µ1,µ2)  1 and �SD (µ1,µ2) = 0 i↵ µ1 = µ2

�SD (µ1,µ2) = �SD (µ2,µ1)

�SD (µ1,µ3)  �SD (µ1,µ2) +�SD (µ2,µ3)
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�SD

⇣
⇡l(Jc2K(s1)),⇡l(Jc2K(s2))

⌘
 ✏
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For all pair of initial states s1 and s2  
such that  s1 P s2 , it holds

|= {P} c1 ⇠✏ c1 {lh1i=lh2i} APPROXIMATE  
pRHL

⇡l(Jc1K(s1)) = ⇡l(Jc1K(s2))

or equivalently, or equivalently,

Statistical Distance between Distributions

�SD (·, ·) : D(A)⇥D(A) ! R�0

�SD (µ1,µ2) , sup
A0✓A

��µ1(A0)� µ2(A0)
��
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Approximate Relational Properties of Probabilistic Programs
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Mining process K is (ϵ,𝝳)-differentially private iff for any pair of adjacent databases d1 
and d2, it holds

✏2R�0, �2 [0, 1]

differing in only one record

�e✏

⇣
K (d1),K (d2)

⌘
 �

Given            we define↵ � 1

  
  
  

0  �↵ (µ1,µ2)  1

�↵ (µ,µ) = 0 but �↵ (µ1,µ2) = 0 6=) µ1=µ2

�↵ (µ1,µ2) 6= �↵ (µ2,µ1)

�↵↵0 (µ1,µ3)  �↵ (µ1,µ2) + ↵�↵0 (µ2,µ3)

  

𝜶-Distance between Distributions

�↵ (·, ·) : D(A)⇥D(A) ! R�0

�↵ (µ1,µ2) , sup
A0✓A

µ1(A0) ⇧� ↵µ2(A0)

?
x

⇧� y , max{x � y , 0}



Relational Properties of Probabilistic Programs — Approximate Versions

15

Judgments in approximate 
pRHL should also account for 
the metric between 
distributions at stake:

Different notions are expressed in 
terms of different “metrics” for 
comparing distributions

statistical distance

𝜶-distance

Kullback-Leibler distance

{P} c1 ⇠SD,✏ c2 {Q}

{P} c1 ⇠↵,✏ c2 {Q}

{P} c1 ⇠KL,✏ c2 {Q}



Relational Properties of Probabilistic Programs — Approximate Versions

15

Judgments in approximate 
pRHL should also account for 
the metric between 
distributions at stake:

Different notions are expressed in 
terms of different “metrics” for 
comparing distributions

statistical distance

𝜶-distance

Kullback-Leibler distance

{P} c1 ⇠SD,✏ c2 {Q}
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f-DIVERGENCES



The family of f-Divergences

16

t

f (t)

1

SD

KL

HD

�2

The f-divergence between two distributions      and      over a set A is defined asµ1 µ2

f : R�0 ! R�0where                          is a continuous convex function such that               .f (1) = 0

�f (µ1,µ2) ,
X

a2A

µ2(a) f

✓
µ1(a)

µ2(a)

◆
,

f-Divergences between Distributions

Statistical distance (𝞓SD)

Hellinger distance (𝞓HD)
𝛼-distance (𝞓   )

Kullback-Leibler (𝞓KL)
    -distance (𝞓     )�2

�2

↵

f-divergence f

f (t) =

1
2 |t � 1|

f (t) =

1
2 |
p
t � 1|2

f (t) = max{t � ↵, 0}
f (t) = t ln(t)� t + 1

f (t) = (t � 1)

2

?
We adopt the following conventions: 0 f (0/0) = 0 and 0 f (t/0) = t lim

x!0+ x f (1/x) if t > 0.

?



Hoare Triples in Approximate Relational Hoare Logic
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Approximate (f,ϵ)-Lifting of Q to a 
relation over distributions on program 

{P} c1 ⇠f ,✏ c2 {Q}
c1, c2 : probabilistic programs
P, Q : relations over program states
f : function inducing the divergence
ϵ : “error” bound

|= {P} c1 ⇠f ,✏ c2 {Q}
i↵

s1 P s2 =) Jc1K(s1) Lf ,✏(Q) Jc2K(s2)

s1 s2

c1 c2

P

µ0
1 µ0

2Lf ,✏(Q)

divergence 𝞓f satisfies the 
identity of indiscernibles 

|= {P} c1 ⇠f ,0 c2 {Q} i↵ |= {P} c1 ⇠ c2 {Q}

�f (µ1,µ2) = 0 =) µ1=µ2
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Approximate (f,ϵ)-Lifting of Q to a 
relation over distributions on program 

Hoare triples

{P} c1 ⇠f ,✏ c2 {Q}
c1, c2 : probabilistic programs
P, Q : relations over program states
f : function inducing the divergence
ϵ : “error” bound

Validity of Hoare triples

|= {P} c1 ⇠f ,✏ c2 {Q}
i↵

s1 P s2 =) Jc1K(s1) Lf ,✏(Q) Jc2K(s2)

s1 s2

c1 c2

P

µ0
1 µ0

2Lf ,✏(Q)

divergence 𝞓f satisfies the 
identity of indiscernibles 

|= {P} c1 ⇠f ,0 c2 {Q} i↵ |= {P} c1 ⇠ c2 {Q}

�f (µ1,µ2) = 0 =) µ1=µ2



Approximate Lifting of Relations to Distributions 

18? If µ 2 D(A⇥B) we define ⇡1(µ)(a) =
P

b2B µ(a, b) and ⇡2(µ)(b) =
P

a2A µ(a, b).

an inductive characterization:

a simpler characterization for equivalence relations:

The lifting operator            also admits Lf ,✏(·)

a R b k 0 f
�

k
k0

�
 ✏

k ·⌘a Lf ,✏i (R) k
0 ·⌘b

µi Lf ,✏(R) ⌫i 8i 2 I
P

i2I ✏i  ✏
�P

i2I µi

�
Lf ,✏(R)

�P
i2I ⌫i

�

µ1 Lf ,✏(R) µ2 () �f (µ1/R ,µ2/R)  ✏

Approximate Lifting of Relations

that lifts relations over sets A, B to relations over distributions on these sets as follows

Lf ,✏(·) : P(A⇥B) ! P(D(A)⇥D(B))

2 D(A) 2 D(B)

2 P(A⇥B)

f : R�0 ! R�0Given a continuous convex function                         with               we define operatorf (1) = 0

µ1 Lf ,✏(R) µ2 , 9µL, µR 2 D(A⇥B) •

8
>><

>>:

⇡1(µL) = µ1 ^ ⇡2(µR) = µ2

supp(µL) ✓ R ^ supp(µR) ✓ R

�f (µL,µR)  ✏



Proof System f-pRHL (Two-sided Rules)
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` {P} skip ⇠f ,0 skip {P}
[skip] ` {false} abort ⇠f ,0 abort {Q} [tc-abort]

` {Q[xh1i/Ah1i, y h2i/Bh2i]} x := A ⇠f ,0 y := B {Q} [assgn]

8s1, s2 •
s1 P s2 =) �f

⇣
Jµ1K(s1), Jµ2K(s2)

⌘
 ✏

` {P} x

$:= µ1 ⇠f ,✏ y

$:= µ2 {xh1i=y h2i ^ 9 v1,v2 •
P[xh1i/v1, y h2i/v2]}

[rand]

P =) G1h1i=G2h2i
` {P ^ G1h1i} c1 ⇠f ,✏ c2 {Q} ` {P ^ ¬G1h1i} c 01 ⇠f ,✏ c

0
2 {Q}

` {P} if G1 then c1 else c

0
1 ⇠f ,✏ if G2 then c2 else c

0
2 {Q} [if]

�f is self-composable

8s1, s2 •
s1 Q

0
s2 =) Pr[c 01(s1) : true] = Pr[c 02(s2) : true]

` {P} c1 ⇠f ,✏ c2 {Q 0} ` {Q 0} c 01 ⇠f ,✏0 c
0
2 {Q}

` {P} c1; c 01 ⇠f ,✏+✏0 c2; c 02 {Q} [seq]

�f is self-composable

8s1, s2 •
s1 (I ^ v h1i�0) s2 =) Pr[c1(s1) : true] = Pr[c2(s2) : true]

I =) G1h1i=G2h2i I ^ v h1i�n =) ¬G1h1i

` {I ^ G1h1i ^ v h1i=k} c1 ⇠f ,✏ c2 {I ^ v h1i>k}
` {I ^ v h1i�0} while G1 do c1 ⇠f ,n✏ while G2 do c2 {I ^ v h1i�n ^ ¬G1h1i}

[tc-while]

` {P 0} c1 ⇠f 0,✏0 c2 {Q 0}
P =) P

0
Q

0 =) Q f  f

0 ✏0  ✏

` {P} c1 ⇠f ,✏ c2 {Q} [cons]
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Jµ1K(s1), Jµ2K(s2)

⌘
 ✏
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0
2 {Q}
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0
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s1 Q
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` {false} c1 ⇠f ,0 c2 {Q} [contr]

` {Q[xh1i/Ah1i]} x := A ⇠f ,0 skip {Q} [d-assgn]

` {P ^ G h1i} c1 ⇠f ,✏ c2 {Q} ` {P ^ ¬G h1i} c 01 ⇠f ,✏ c2 {Q}
` {P} if G then c1 else c

0
1 ⇠f ,✏ c2 {Q} [c-branch]

` {P ^ ¬G h1i} while G do c ⇠f ,0 skip {P ^ ¬G h1i} [d-while]

The proof system also include the symmetrical versions of rules [d-assgn], 
[c-branch] and [d-while].
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Self-composability generalizes the notion of f-divergence additivity

�f (µ1,µ2)  ✏

�f (⌫1, ⌫2)  ✏0

�
=) �f (µ1 ⇥ ⌫1,µ2 ⇥ ⌫2)  ✏+ ✏0 (additivity)

µ1,µ2 2 D(A)

⌫1, ⌫2 2 D(B)⌫1, ⌫2 2 D(B)

Divergence 𝞓f  is self-composable iff

µ1,µ2 2 D(A)

M1,M2 2 A ! D(B)

�f (µ1,µ2)  ✏

8a • �f (M1(a),M2(a))  ✏0

�
=) �f (µ1 I M1,µ2 I M2)  ✏+ ✏0

Self-Compostability of f-Divergences

µ1 I M1

µ2 I M2

"
 ✏
#

"
 ✏0

#

"
 ✏+✏0

#
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 ✏
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 ✏0
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 ✏+✏0
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�
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 ✏
#

"
 ✏0

#

"
 ✏+✏0

#

Theorem

Divergences 𝞓SD, 𝞓HD and 𝞓KL are self-composable.
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Divergences 𝞓    and 𝞓   have special composability properties:↵�2

For 𝞓    we have:�2

For 𝞓    we have:↵

Sequential composition rule for 𝞓    now looks like:�2

(Rule for while loops is also adapted accordingly) 

Sequential composition rule for 𝞓   now looks like:

(Rule for while loops is also adapted accordingly) 

�↵ (µ1,µ2)  ✏

8a • �↵0 (M1(a),M2(a))  ✏0

�
=) �↵↵0 (µ1 I M1,µ2 I M2)  ✏+ ✏0

��2 (µ1,µ2)  ✏

8a • ��2 (M1(a),M2(a))  ✏0

�
=) ��2 (µ1 I M1,µ2 I M2)  ✏+ ✏0+ ✏ ✏0

8s1, s2 • s1 Q 0 s2 =) Pr[c 01(s1) : true] = Pr[c 02(s2) : true]

` {P} c1 ⇠�2,✏ c2 {Q 0} ` {Q 0} c 01 ⇠�2,✏0 c
0
2 {Q}

` {P} c1; c 01 ⇠�2,✏+✏0+✏ ✏0 c2; c
0
2 {Q} [�2-seq]

8s1, s2 • s1 Q 0 s2 =) Pr[c 01(s1) : true] = Pr[c 02(s2) : true]

` {P} c1 ⇠↵,✏ c2 {Q 0} ` {Q 0} c 01 ⇠↵0,✏0 c 02 {Q}
` {P} c1; c 01 ⇠↵↵0,✏+✏0 c2; c 02 {Q} [↵-seq]

↵
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h := 1�h;

l $:= 1
2 hli+

1
2 h1�li

h := 1�h;

l $:= ✏hhi+ 1
2 (1�✏)hli+ 1

2 (1�✏)h1�li

hlh1i=lh2ii

hlh1i=lh2ii

⇠SD,✏

` {Q[xh1i/Ah1i, y h2i/Bh2i]} x := A ⇠f ,0 y := B {Q} [assgn]

8s1, s2 •
s1 P s2 =) �f

⇣
Jµ1K(s1), Jµ2K(s2)

⌘
 ✏

` {P} x

$:= µ1 ⇠ y

$:= µ2 {xh1i = y h2i ^ 9 v1,v2 •
P[xh1i/v1, y h2i/v2]}

[rand]

�f is self-composable

8s1, s2 •
s1 Q

0
s2 =) Pr[c 01(s1) : true] = Pr[c 02(s2) : true]

` {P} c1 ⇠f ,✏ c2 {Q 0} ` {Q 0} c 01 ⇠f ,✏0 c
0
2 {Q}

` {P} c1; c 01 ⇠f ,✏+✏0 c2; c 02 {Q} [seq]
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h := 1�h;

l $:= 1
2 hli+

1
2 h1�li

h := 1�h;

l $:= ✏hhi+ 1
2 (1�✏)hli+ 1

2 (1�✏)h1�li

hlh1i=lh2ii

hlh1i=lh2ii

⇠SD,✏

hlh1i=lh2ii

hlh1i=lh2ii
⇠SD,✏

⇠SD,0

Proof obligations:
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` {P} c1 ⇠f ,✏ c2 {Q 0} ` {Q 0} c 01 ⇠f ,✏0 c
0
2 {Q}

` {P} c1; c 01 ⇠f ,✏+✏0 c2; c 02 {Q} [seq]

Divergence 𝞓SD  is self-composable

Programs                               and                                                            have the same 
termination behaviour

l $:= 1
2 hli+

1
2 h1�li l $:= ✏hhi+ 1

2 (1�✏)hli+ 1
2 (1�✏)h1�li
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(s2)
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=
D
�SD (µ1,µ2) =

P
a2A

1
2 |µ1(a)� µ2(a)| for all µ1,µ2 2 D(A)

E

1
2 |0� ✏|+ 1

2

�� 1
2 � 1

2 (1�✏)
��+ 1

2

�� 1
2 � 1

2 (1�✏)
��

=
⌦
algebra

↵

✏

` {Q[xh1i/Ah1i, y h2i/Bh2i]} x := A ⇠f ,0 y := B {Q} [assgn]

8s1, s2 •
s1 P s2 =) �f

⇣
Jµ1K(s1), Jµ2K(s2)

⌘
 ✏

` {P} x

$:= µ1 ⇠ y

$:= µ2 {xh1i = y h2i ^ 9 v1,v2 •
P[xh1i/v1, y h2i/v2]}

[rand]

�f is self-composable

8s1, s2 •
s1 Q

0
s2 =) Pr[c 01(s1) : true] = Pr[c 02(s2) : true]

` {P} c1 ⇠f ,✏ c2 {Q 0} ` {Q 0} c 01 ⇠f ,✏0 c
0
2 {Q}

` {P} c1; c 01 ⇠f ,✏+✏0 c2; c 02 {Q} [seq]

Divergence 𝞓SD  is self-composable

s1(l) = s2(l) =) �SD

⇣r
1
2 hli+

1
2 h1�li

z
(s1),

r
✏hhi+ 1

2 (1�✏)hli+ 1
2 (1�✏)h1�li

z
(s2)

⌘
 ✏

 ✔

 ✔

 ✔

Programs                               and                                                            have the same 
termination behaviour

l $:= 1
2 hli+

1
2 h1�li l $:= ✏hhi+ 1

2 (1�✏)hli+ 1
2 (1�✏)h1�li
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s1 P s2 |= {P} c1 ⇠ c2 {Q} Q =) (Ah1i () Bh2i)

Pr[c1(s1) : A] = Pr[c2(s2) : B]
[Pr-Eq]

If s1 P s2  entails                                                           , then the conclusion of the 
rule simplifies e.g. to

Pr[c1(s1) : true] = Pr[c2(s2) : true] = 1

Statistical distance 

Hellinger distance 

|pA � pB |  ✏

|ppA �p
pB |+ |

p
1�pA �

p
1�pB |  ✏

Chapter 5. Security Analysis based on Arbitrary f-divergences

p1

p2

1

1

v

p2 = p1

m(v)

M(v)

v

(a) Statistical distance

p1

p2

1

1

v

p2 = p1

m(v)

M(v)

v

(b) Hellinger distance

Figure 5.2: Closeness conditions between probabilities p1 and p2 established by inequal-
ity (5.2). Shaded area corresponds to the set of feasible solutions of the inequality. The
highlighted interval [m(v),M(v)] in the vertical axis corresponds to the set of possible
values of p2 for p1 = v.

and M2 : B → D(B′). If µ1 Lf1,δ1
(R1)µ2 and M1(a) Lf2,δ2

(R2)M2(b) whenever aR1 b,
then we have

(bind µ1 M1) Lf3,δ3(R2) (bind µ2 M2)

for δ3 = δ1 + δ2 + γδ1δ2. The result remains valid for weakly-composable f1, f2 and f3
provided w(µ1) = w(µ2) and w(M1(a)) = w(M2(b)) whenever aR1 b.

We conclude this section presenting an inductive characterization of the (f, δ)-lifting.
This characterization is independent of the rest of our development, but may be handy in
other applications that underly some notion of (weak) equivalence between probabilistic
systems, e.g. bisimulation of probabilistic processes. This inductive characterization is
stated in terms of Dirac sub-probability distributions. Given k ∈ [0, 1] and a ∈ A we
use !a"k to denote the Dirac distribution over A that assigns probability k to a and null
probability to any other value in A. (Observe that the unit operator is a shorthand for
! ·"1.)

Lemma 5.9 (Inductive Characterization of the (f, δ)-lifting). For any relation R ⊆ A×B,

the (f, δ)-lifting Lf,δ(R) is the smallest relation over D(A) × D(B) that satisfies the fol-
lowing rules:

aR b k′ f
(

k
k′

)

≤ δ

!a"k Lf,δ(R) !b"k
′

µi Lf,δi
(R)µ′

i ∀i∈I
∑

i∈I δi ≤ δ
(
∑

i∈I µi
)

Lf,δ(R)
(
∑

i∈I µ
′
i

)

In the RHS rule we assume that distributions
∑

i∈I µi and
∑

i∈I µ
′
i are well defined, i.e.

∑

i∈I w(µi) ≤ 1 and
∑

i∈I w
(

µ′
i

)

≤ 1.

88

s1 P s2 |= {P} c1 ⇠f ,✏ c2 {Q} Q =) (Ah1i () Bh2i)

pB f
⇣

pA
pB

⌘
+ pB f

⇣
pA
pB

⌘
 ✏

[Pr-Approx]

Pr[c1(s1) : A]Pr[c2(s2) : B]
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c1 : h := 1�h;

l $:= 1
2 hli+

1
2 h1�li

c2 : h := 1�h;

l $:= ✏hhi+ 1
2 (1�✏)hli+ 1

2 (1�✏)h1�li

 Application example

From

we can conclude e.g. that for every pair of initial states s1 and s2, 

|= {lh1i=lh2i} c1 ⇠SD,✏ c2 {lh1i=lh2i}

Pr[c1(s1) : true] = Pr[c2(s2) : true] = 1

s1 P s2 |= {P} c1 ⇠SD,✏ c2 {Q} Q =) (Ah1i () Bh2i)
��
Pr[c1(s1) : A]� Pr[c2(s2) : B]

��  ✏
[SD-Pr-Approx]

s1(l) = s2(l) =) 8' •
��Pr[c1(s1) : l=0]� Pr[c2(s2) : l=0]

��  ✏
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Bound the distance between (the output of) probabilistic programs:

Applications in differential privacy (𝞓  )↵

Reason about continuity (or sensitivity) of probabilistic programs:

|= {P} c1 ⇠f ,✏ c2 {⌘}

s1 P s2 =) �f

⇣
Jc1K(s1), Jc2K(s2)

⌘
 ✏

|= {⌘} c ⇠f ,✏ c {⌘} �f is self-composable

�f (µ1,µ2)  ✏0 =) �f

⇣
JcK(µ1), JcK(µ2)

⌘
 ✏+✏0



Applications of f-pRHL

26

Bound the distance between (the output of) probabilistic programs:

Applications in cryptography (𝞓SD)
Applications in differential privacy (𝞓  )↵

Reason about continuity (or sensitivity) of probabilistic programs:

|= {P} c1 ⇠f ,✏ c2 {⌘}

s1 P s2 =) �f

⇣
Jc1K(s1), Jc2K(s2)

⌘
 ✏

|= {⌘} c ⇠f ,✏ c {⌘} �f is self-composable

�f (µ1,µ2)  ✏0 =) �f

⇣
JcK(µ1), JcK(µ2)

⌘
 ✏+✏0



Variants of f-pRHL
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The proof system can be modified to reason about partial correctness

There exists also a symmetrical version of the logic where e.g.

|= {P} c1 ⇠f ,✏ c2 {⌘}

s1 P s2 =) �f

⇣
Jc1K(s1), Jc2K(s2)

⌘
 ✏ ^�f

⇣
Jc2K(s2), Jc1K(s1)

⌘
 ✏

` {true} abort ⇠f ,0 abort {Q} [pc-abort]

8s1, s2 • s1 (I ^ v h1i�0) s2 =) Pr[c1(s1) : true] = Pr[c2(s2) : true]

I =) G1h1i=G2h2i �f is self-composable

` {I ^ G1h1i ^ v h1i=k} c1 ⇠f ,✏k c2 {I ^ v h1i>k}
` {I ^ v h1i�0} while G1 do c1 ⇠f ,

P
k�0

✏k while G2 do c2 {I ^ ¬G1h1i}
[pc-while]



Agenda

Approximate version of the relational Hoare logic

Recap on relational Hoare logic

28

Summary



Summary
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Certain relational properties are expressed as 
closeness conditions

Approximate Non-interference

Differential privacy

Program sensitivity

between the output of probabilistic programs 
and cannot be modelled through standard 
relational Hoare triples.


��Pr[c1(s1) : A]� Pr[c2(s2) : B]
��  ✏

World of the 
Logic  

World of 
Probabilities  

. . . |= {P} c1 ⇠SD,✏ c2 {Q} . . .
��Pr[c1(s1) : A]� Pr[c2(s2) : B]

��  ✏

Approximate  
Relational Hoare Logic

{P} c1 ⇠f ,✏ c2 {Q}
Distance for comparing distribution

Distance bound (error)

8s1, s2 •
s1 P s2 =) �f

⇣
Jµ1K(s1), Jµ2K(s2)

⌘
 ✏

Q , xh1i=y h2i ^ 9 v1,v2 •
P[xh1i/v1, y h2i/v2]

` {P} x

$:= µ1 ⇠f ,✏ y

$:= µ2 {Q}
[rand]

. . .

�f is self-composable

` {P} c1 ⇠f ,✏ c2 {Q 0} ` {Q 0} c 01 ⇠f ,✏0 c 02 {Q}
` {P} c1; c 01 ⇠f ,✏+✏0 c2; c 02 {Q} [seq]


