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® Recap on relational Hoare logic




Probabilistic

Standard Hoare Logic Relational Hoare Logic Relational Hoare Logic
cg~{Q}
C {Q} 1 ~ {Q}
S (s) S €—— P —>» 5] €—— | —>

s Q(s) 5| €— Q —> s py €— L(Q) —> )
= c{Q} = c ~ c{Q} — a~ @}
iff ift it

(s) = Q([<](s)) s175 = [a](s1) @ [e](s2) s1 s = [ca](s1) £(Q) [](s2)



Lifting of Relations

The operator
L(:): P(AxB) — P(D(A)xD(B))

that lifts relations over sets A, B to relations over distributions on these sets is defined as

mi(p) = p1 A ma(p) = po

p1 L(R) po = 3 € D(AxB) {
supp(p) C R

“ If u € D(Ax B) we define m1(u)(a) = > pep p(a, b) and ma(p)(b) = > ,c4 1(a, b).



Relational Hoare Triples

Examples

if bthen x =0 if bthen x =1

“ IZ {b<1> N _'b<2>} elsex =1 " else x =0 {X<1> ~ X<2>}

B {true} x:=U[0...10] ~ x EU2...12] {x) +2=x@2)}

x = U{t, f};

~ x L - -
B = {true} if (x—=F) then x - U{t, f} x = U{t, f} {x=f = x@=fF}




[skip] [assgn]

~ {P} skip ~ skip {P} F{Q[xw /A, y2/B@)|} x =A~y=B{Q}

F{Pta~ca{Q} FH{Q}cq~cg{Q}
= {P} c1; ¢ ~ ;¢ {Q}

[tc-abort] [seq]

- {false} abort ~ abort {Q}

siPsy £ (p1 » AV e 1510 /01) £(Q) (2 » AV o 05,1 /4])
F{P} x1 =1~ xo = p {Q}

[rand]

F(P=PFP) F{Pla~a{Q} F(Q=2Q)
F{P}a ~a{Q}

[cons]

= (P= Gi1(1) = G2(2)
F{PAG W} ~c{Q} F{PA-G 1} c ~{Q}
= {P} if G; then ¢; else ¢; ~ if G, then ¢, else ¢, {Q}

[if]

= {I A Gy ANvy=k} e ~ o {I ANvay<k}
= (I = G1(1) = Gy(2)) = (I A G 1)y = v(1)>0)
= {I} while Gl do ¢ ~ while G2 do & {/ N _lG1(1>}

[tc-while]

|_{P_1} Co ~ C1 {Q_l} [inv] |_{P} C1 ~ O {Q} |_{P/} C2NC3{Q/}
|_{P}C1NC2{Q} F{POP’}ClNCg,{QOQ/}

[comp]



The above proof system

Only relates programs that are structurally equal.

v (=) if b then x =0 ~ x=0 {=)

else x =0

B There exist even pairs of structurally equal programs that cannot be related.

_y if bthen x =0 if -bthen x =1
Aty elsex =1 " else x =0 1=}



Proof System pRHL (One-sided Rules)

- {false} c1 ~ & {Q} [contr]

- {Q[X<1>/A<1>]} X = A ~ skip {Q} [d'aSSgn]

I—{P/\ G<1>}C1NC2 {Q} |—{P/\—lG<1>}C{NC2 {Q}
= {P} if G then c¢; else ¢] ~ & {Q}

[c-branch]

[d-while]

- {P/\ —|G<1>}While G do ¢c ~ SkiP {'D/\ _'G<1>}




Using pRHL to Relate the Probabilities of Events

x = U[0..10]; x = U[2..12
= {true} X—[|—2 N 212 {x1)=x@}

A\ _J/ \ J/
Vo Vo

C1 18)

Prlci(s1) : x>5] = Pr[ca(s2) : x>5] Vs1, So




s1 Ps; ={P}ca ~a{Q} Q = (Aq)<—1B

(2))

PI’[Cl(Sl) : A] = Pr[C2(52) . B]

Application example

x = U[0..10]; x = U[2..12]

= truey s {x=x@}

\ J/ \ J/
~~ "~

C1 2

Prlci(s1) : x>5] = Pr[c(s) : x>5]

Vs1, S

[Pr-Eq]

10



Program

=1
:$:%</>—|—

(1-1)

N

s (L={I}, H={h})

= {ly=I12}ca ~a {l=Il2}

For all pair of initial states s; and s>
such that si(/) = s2(/), it holds

Vip o Prlci(si) : ¢(1)] = Prla(s) : ¢(/)]

Program

£ e(h) + L(A-e)(l) + L(1-e) (1)

IS interferent

7~ =2} e~ c{l=l2}

11



Program

=1
:$:%</>—|—

(1-1)

N

s (L={I}, H={h})

= {ly=I12}ca ~a {l=Il2}

For all pair of initial states sy and s>
such that si(/) = s2(/), it holds

Vo Prla(s) : o(/)] = Prla(sy) : (/)]

Program

7~ =2} e~ c{l=l2}

For all pair of initial states s; and s>
such that si(/) = s2(/), it holds

Vi e

Prica(st) : (/)] — Prlca(s2) - (D] < €

11



® Approximate version of the relational Hoare logic




= {P}c ~ a {lny=Il2}

For all pair of initial states s; and s>

For all pair of initial states s; and s>
such that st P sz, it holds

such that s7 P s, it holds
Prica(s1) = ()] = Prlea(s2) - p(N)]| < e

Voo Prla(s) - ¢(/)] = Prla(s2) @ (/)] Vo

or equivalently,

m(lal(s)) = m(leal(s))



=iPra~aiwm=l@};

For all pair of initial states s; and s>
such that sy P sz, it holds

Voo Prla(s) - ¢(/)] = Prla(s2) @ (/)]

or equivalently,

m(lal(s)) = m(leal(s))

For all pair of initial states s; and s>
such that st P sz, it holds

Prica(st) : (/)] — Prlca(s2) - (N)]] < €

Vi e
or equivalently,

Asp (m(leal(s1), mi(([ea](2))) < e

Statistical Distance between Distributions

Asp (,-) : D(A)xD(A) — R>g

Asp (1, p2) = sup |pa(Ao) — p2(Ao)|
A, CA

B 0<Asp(p1,p2) <1and Asp (p1, p2) = 0 iff pig = po

B Agp (Ml, Mz) = Asp (Mz, Ml)
B Asp (p1, 13) < Asp (p1, p2) + Asp (p2, p13)

13



= {P}a ~a{lm=/>} = {P}a ~ea {lw=Io} <=
For all pair of initial states s; and s>

For all pair of initial states s; and s>
such that st P sz, it holds

such that s7 P s, it holds
Prica(s1) = ()] = Prlea(s2) - p(N)]| < e

Voo Prla(s) - ¢(/)] = Prla(s2) @ (/)] Vo
or equivalently,

Asp (m(leal(s1), mi(([ea](2))) < e

or equivalently,

m(lal(s)) = m(leal(s))

Statistical Distance between Distributions

Asp (,-) : D(A)xD(A) — R>g

Asp (1, p2) = sup |pa(Ao) — p2(Ao)|
A, CA

B 0<Asp(p1,p2) <1and Asp (p1, p2) = 0 iff pig = po
B Asp (p1, p2) = Asp (p2, p1)
B Asp (p1, p3) < Asp (1, p2) + Asp (12, p3)
13



Mining process K is Iff for any pair of adjacent databases d
and do, it holds

A, (K(d1)1 K(dz)) <4

a-Distance between Distributions

Given o > 1 we define

A, ()  DA)xD(A) — Rxp

= sup p1(Ag) = a pa(Ao)
AsCA

Ag (p1, 2)

B 0<A,(p1, ) <1

B A, (g p) =0but Ay (p1,p2) =0 = pa=po
B A (p1,p2) # Aa (p2, 1)

B Aso (p1,p13) < Ao (pa, p2) + @ Aar (2, 13)

“x = y £ max{x— y,0} 14



Judgments in approximate

Ditferent n_o iz e}‘re ex!ore”ssed N pRHL should also account for
terms of different “metrics” for .
the metric between

comparing distributions distributions at stake:

B {P}c ~spe 2 {Q} ==p statistical distance

B {P}c ~nc{Q} == q-distance

B {P}c ~kLe @ {Q} ==p Kullback-Leibler distance

18
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f-Divergences between Distributions

The between two distributions (1 and (2> over a set A is defined as™
Af (1, p2) = Z po(a) f<'u1(a)> '
A po(a)

where f: R=° — R=° is a continuous convex function such that (1) = 0.

f-divergence f
Statistical distance (Asp) f(t) = 3|t —1 f(t) 4
Hellinger distance (Anp) f(t) = %|\/E _ 1|2 X2
KL
a-distance (4,) f(t) = max{t—«,0}
Kullback-Leibler (AkL) f(t) = tin(t)—t+1
X°-distance (42) f(t) = (t—1)> \
i > t
1

* We adopt the following conventions: 0f(0/0) =0 and 0f(t/0) = tlim,_o+ x f(1/x) if t > 0.

16



, : probabilistic programs

, : relations over program states
Cl ~fe C
1 ~fe 2 1Q} : function inducing the divergence
€ : “error” bound
= ¢ ~fe 2 {Q} 51 €— —> 2
ift
s/ 5% = [al(s) LrQ) [](s2)

1 €— Lr (Q) —> 15

divergence Ar satisfies the .
identity of indiscernibles * =1Pra~ro1Q) i =P} ca~ o {Q}

17



Hoare triples

c1 ~fe 2 {Q}

Validity of Hoare triples

? C1 ~fe C2 {Q}
ift

515 = [a](s1) L£,e(Q) [c2](s2)

divergence Ar satisfies the
identity of indiscernibles

: probabilistic programs

: relations over program states

: function inducing the divergence
: “error” bound

51 €——

1 €— Lr (Q) —> 15

m - {Pla~ioe{Q iff E{Pla~c{Q)

17



Approximate Lifting of Relations

Given a continuous convex function f: R=° — R=° with 7(1) = 0 we define operator
Lrc(): P(AxB) — P(D(A)xD(B))
that lifts relations over sets A, B to relations over distributions on these sets as follows

i

mi(pe) = pn A ma(pr) = po
supp(pL) € R Asupp(ur) € R
| Ar (pepr) <€

p1 Lre(R) po = 3, pr € D(AXB)

/"

The lifting operator L (-) also admits

® an inductive characterization:
aRb K f(5)<e  wile(R)v Viel Y. ,e<e
k-na Lre(R) k' np (Ziel :“i) Lre(R) (Ziel V")

B a simpler characterization for equivalence relations:

p1 Lee(R) 2 <= Ar (p1/R, p2/R) < e

* If 4 € D(Ax B) we define m1(1)(a) = Y c £1(a, b) and (1) (b) = 3,4 (2, b). 18



roof System £-pRHL (Two-sided Rules)

[skip]

[tc-abort]

- {P} skip ~f skip {P} - {false} abort ~f o abort {Q}

|_ {Q[X<1>/A<1>yY(2>/B<2>]} X = A ~F.0 y — B {Q} [assgn]




Proof System £-pRHL (Two-sided Rules)

[skip]

[tc-abort]

- {P} skip ~f skip {P} - {false} abort ~f o abort {Q}

|_ {Q[X<1>/A<1>y)/<2>/3<2>]} X = A ~F.0 y — B {Q} [assgn]

Vsp spe 5 Py —> Af([[m]](sl), [[uz]](sz)) <e

F{P} x Z 1 ~re y = {x=y@ AJvi,vae Plx@)/v1,y2)/va]}

[rand]




Proof System £-pRHL (Two-sided Rules)

[skip] [tc-abort]

- {P} skip ~f skip {P} - {false} abort ~f o abort {Q}

|_ {Q[X<1>/A<1>y)/<2>/3<2>]} X = A ~F.0 y — B {Q} [assgn]

Vsp spe 5 Py —> Af([[m]](sl), [[uz]](s2)) <e

F{P} x Z 1 ~re y = {x=y@ AJvi,vae Plx@)/v1,y2)/va]}

[rand]

P — G1(1)=G2(2)
F{PAG )} c1~re{QF F{PA-G (1)} ¢l ~re S {Q} if
- {P} if G; then ¢y else c| ~f. if Gy then ¢, else ¢ {Q}




[skip] [tc-abort]

- {P} skip ~fo skip {P} - {false} abort ~f ¢ abort {Q}

- {Q[x(1)/Aw), y@)/B@]} x = A~roy = B{Q} [assgn]

Vi, e 51 P sy — A,c([[,ulﬂ(sl), [[uz]](sz)) <e

F{P} x 1 ~re y i {x=y@ AIvi,va e Plx)/v1,y@)/va]}

[rand]

P— G1<1>:G2(2)
F{PAG W} ~rea{QF F{PA-G @} ¢l ~re b {Q} if
i
= {P} if G; then c¢; else c¢] ~f, if Gy then ¢, else ¢} {Q}

Ar is self-composable
Vsi,spe 51 Q sy = Pr[ci(s1): true] = Pr[ci(sz): true]
F{Pia~re{Q) F{Q)a ~re 0 {Q)
= {P} e ~fere @6 {Q}

[seq]

Ay is self-composable
Vsi,spe 51 (I Av1)>0) s, = Pr[ci(s1): true] = Pr[ca(s2): true]
| — G1(1)=G(2) I Nviy>n — =Gy (1)
LI NGy ANvy=k} ¢ ~fe o {I ANva)y>k}
= {I AN v1)>0} while G; do ¢; ~f pe while Gy do ¢ {/ Avm)>n A =Gy (1)}

[tc-while]

19



[skip] [tc-abort]

- {P} skip ~fo skip {P} - {false} abort ~f ¢ abort {Q}

- {Q[x(1)/Aw), y@)/B@]} x = A~roy = B{Q} [assgn]

Vi, e 51 P sy — A,c([[,ulﬂ(sl), [[uz]](sz)) <e

F{P} x 1 ~re y i {x=y@ AIvi,va e Plx)/v1,y@)/va]}

[rand]

P— G1<1>:G2(2)
F{PAG W} ~rea{QF F{PA-G @} ¢l ~re b {Q} if
i
= {P} if G; then c¢; else c¢] ~f, if Gy then ¢, else ¢} {Q}

Ar is self-composable
Vsi,spe 51 Q sy = Pr[ci(s1): true] = Pr[ci(sz): true]
F{Pia~re{Q) F{Q)a ~re 0 {Q)
= {P} e ~fere @6 {Q}

[seq]

Ay is self-composable
Vsi,spe 51 (I Av1)>0) s, = Pr[ci(s1): true] = Pr[ca(s2): true]
| — G1(1)=G(2) I Nviy>n — =Gy (1)
LI NGy ANvy=k} ¢ ~fe o {I ANva)y>k}
= {I AN v1)>0} while G; do ¢; ~f pe while Gy do ¢ {/ Avm)>n A =Gy (1)}

[tc-while]

F{P'}a ~pe {Q'}
P— P Q = Q f<f €<
={P}c ~re 2{Q}

‘ [cons]

19



[contr]

- {false} c1 ~r0 @2 {Q}

[d-assgn]

F{Q[x1)/Aw)]} x = A ~ro skip{Q}

F{PAGW)}c1~re{Q} F{PA-GW)}c] ~r.{Q}

-b h
= {P} if G then c¢; else ¢; ~r. & {Q} [c-branch]

d-whil
= {P/\ —|G(1>}Whj_]_e Gdo c ~fo skip {P/\ _'G<1)} [ Wil e]

The proof system also include the symmetrical versions of rules [d-assgn],
[c-branch] and [d-while].

20



Self-composability generalizes the notion of f-divergence additivity

Iy } —> Af (111 X vy, o x ) et € (additivity)

21



Self-composability generalizes the notion of f-divergence additivity

Iy } —> Af (111 X vy, o x ) et € (additivity)
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Self-composability generalizes the notion of f-divergence additivity

Iy } —> Af (111 X vy, o x ) et € (additivity)

Self-Compostability of f-Divergences

Divergence At is iff
A (p1, p2) < / 0

<
Vae Af (Mi(a), Ma(a)) Se’} == Ar (11> My, o Mp) < +€ i

> [ql
T 1
<et+€ <€
] 4
> [

Divergences Asp, Avp and Ak are self-composable.

21



Divergences A,2 and A, have special composability properties:
For A2 we have:

A,z (g, p2) <

/ /
Vae Az (Mi(a), Ma(a)) < € } = Az (j1 > My, o Mp) S et e Fce

Sequential composition rule for 4,2 now looks like:

Vs1,s¢ 51 Q' sp = Pr[ci(s1): true] = Pr[c)(s): true]
F{Pta~e. Q) F{Q}q~eo q{d]
P aiq e pero o @6 Q]

[X*-seq]
(Rule for while loops is also adapted accordingly)

For A, we have:

Aq (pi, p2) <

/ < /
Vae Ao (Mi(a), Ma(a)) < € } Do (i > M iz Bl

Sequential composition rule for A, now looks like:

Vsi,spe 51 Q'sp = Pr[c{(s1): true] = Pr[ci(sy): true]
F{Pra~, @{Q} F{Q}q~ue o{@]
F{Ptaia ~ia e @6 {@]

[a-seq]

(Rule for while loops is also adapted accordingly)

22



Proof System — Derivation Examples




[assgn]

H{QRIxw/Aw, y@/B@]} x = A~roy = B{Q}
\V/Sl, Soe 51 P52 — A,c([[,ul]](sl), [[MQ]](SQ)) <e

F{P} xpy ~ y = pu {x =y AIvi,vae P[x)/v1,y2)/va]}
. . . . Ay is self- 1
h — 1_h’ h - — 1_h’ f is self-composable
Vsi, 520 51 Q's, = Pr[ci(s1): true] = Pr[cj(s2): true]
F{Pla~rca{Q} F{Q}qr~re {Q}
H{P} cicl ~rere @26 {Q}

[rand]

[seq]

—
Iis
N
S
—
\/
N =
S
—
—
\/
—
Iis

e(h) + 3(1—€)(/) + 5(1—e){1-1)

Proof obligations:

B Divergence Asp is self-composable

® Programs /£ 2(/) 4+ 3(1-/) and [ := e(h) + 2(1—€){l) + (1—€)(1—/) have the same
termination behaviour

23
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[assgn]

H{QRIxw/Aw, y@/B@]} x = A~roy = B{Q}
\V/Sl, Soe 51 P52 — A,c([[,ul]](sl), [[MQ]](SQ)) <e

F{P} x 21 ~ yEpu {x@@) =y AIvi,vae Plx)/v1,y2)/wv]}

h=1—h h=1—h Af is self-composable
. ' . ' Vsi, 520 51 Q's, = Pr[ci(s1): true] = Pr[cj(s2): true]
F{Pta~re{Q) F{Q}a~re o {Q)

F{P} ci;c] ~ferer 025 {Q}

[rand]

[seq]

—
[+
N[
S
—
~~—
_|_
N[+

(1—1) I £ e(h) + 2(1—e){I) + S(1—e)(1-1)

Proof obligations:
Divergence Asp is self-composable

Programs /£ (/) + 2(1—/) and | £ e(h) + L(1—€)({/) +
termination behaviour

s(l) = () = Aso([2in+30-0] 0. [elbr+ia-ain+3a-)1-n] (=) < ¢

(1—€){(1—/) have the same

N|—
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N|—
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[assgn]

H{QRIxw/Aw, y@/B@]} x = A~roy = B{Q}
\V/Sl, Soe 51 P52 — A,c([[,ul]](sl), [[MQ]](SQ)) <e

F{P} x 21 ~ yEpu {x@@) =y AIvi,vae Plx)/v1,y2)/wv]}

h=1—h h=1—h Af is self-composable
. ' . ' Vsi, 520 51 Q's, = Pr[ci(s1): true] = Pr[cj(s2): true]
F{Pta~re{Q) F{Q}a~re o {Q)

F{P} ci;c] ~ferer 025 {Q}

[rand]

[seq]

—
[+
N[
S
—
~~—
_|_
N[+

(1—1) I £ e(h) + 2(1—e){I) + S(1—e)(1-1)

Proof obligations:
Divergence Asp is self-composable

Programs /£ (/) + 2(1—/) and | £ e(h) + L(1—€)({/) +
termination behaviour

s(l) = () = Aso([2in+30-0] 0. [elbr+ia-ain+3a-)1-n] (=) < ¢

- <ASD (11, p2) = 3 4en 5112(2) — pa(a)] for all iy, pia € D(A)>
10— e+ 3|1 - 30-9)| + [ - 3(1-9)
= <algebra>

€

(1—€){(1—/) have the same

N|—
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siPs, E{Pla~ac{Q} Q = (A < B®2)
Prlci(s1) : Al = Pr[ca(s2) : B]

siPs, EA{P}lca~r.a{Q} Q = (AQ)<= B®)

p5f<g—;‘)+p§f<2—;f) <e

[Pr-Eq]

[Pr-Approx]

If s7 P s2 entails Pr[ci(s1): true] = Pr[ca(sy): true] = 1, then the conclusion of the
rule simplifies e.qg. to

Statistical distance w===p |psp — pg| < ¢

Hellinger distance ==l |,/pa — \/P5| + |[v/1—pa —/1—pB| < €

D2 p2
D2 = D1 b2 =n1
1+ 1 4
V(0] S— v V(0] S
v{------- (- - ve------- =
m(v) $- A=/ - - - m(v) $----<~-. :——
: | p1 1'} | p1
1 1
(a) Statistical distance (b) Hellinger distance
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Pr[ci(s1): true] = Pr[co(sy): true] =1
ssPs, EA{P}c ~spe 2{QF Q = (Aq) < B(2)
’Pr[cl(sl): Al — Pr|[ca(s2): B]‘ <e€

[SD-Pr-Approx]

Application example

From
= {ly=Il2} 1 ~spe o {l1)=12)}

we can conclude e.g. that for every pair of initial states s and so,

51(/) :52(/) — \V/QOO

Prlci(s1) : I=0] — Pr[ex(sz) : 1=0]| < e
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Bound the distance between (the output of) probabilistic programs:

= {P}ca ~re 2 {=}
s Ps, — Af([[cl]](sl), [[c2]1(52)) <

Applications in differential privacy (4.)

¥ Reason about continuity (or sensitivity) of probabilistic programs:

={=}c~rcc{=} Ar is self-composable

Ar (1, p2) < € = Ar([e)(m), [](12)) < e
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Bound the distance between (the output of) probabilistic programs:

= {P}ca ~re 2 {=}
s Ps, — Af([[cl]](sl), [[c2]1(52)) <

Applications in cryptography (A4sp)
Applications in differential privacy (4.)

¥ Reason about continuity (or sensitivity) of probabilistic programs:

={=}c~rcc{=} Ar is self-composable

Ar (1, p2) < € = Ar([e)(m), [](12)) < e
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The proof system can be modified to reason about partial correctness

-abort
= {tr_ue} abort ~F 0 abort {Q} [pC abor ]

Vs1,s00 s1 (I ANv@w)y>0)s, = Pr[ci(s1): true] = Pr[ca(s2): true]
| — G1(1)=Gy(2) Ar is self-composable
E{I NG ANvy=k} ey ~re, o {I ANvay>k}

= {/ AN v()>0} while Gy do ¢; ~f 5, while Godo ¢ {/ A ~G1 (1)}

k>0

[pc-while]

¥ There exists also a symmetrical version of the logic where e.g.

={P}c ~fre @ {=}
s Ps, —> Af([[cl]](sl), [[cz]](SQ)) <eN Af([[@]](sz), [[Cl]](sl)) <e
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® Summary




Certain relational properties are expressed as
closeness conditions

‘Pr[cl(sl): A] — Pr[C2(52): BH S €

between the output of probabilistic programs
and cannot be modelled through standard
relational Hoare triples.

& Approximate Non-interference
@ Differential privacy
@ Program sensitivity

World of

Probabilities
World of th.e.a

Logic

={P}a ~spe 2{Q}
‘Pr[cl(sl) : A] — Pr[CQ(SQ) : BH S €

Approximate
Relational Hoare Logic

~f e

VSl, Sy e 51 P52 — A,c([[,ul]](sl), [[ﬂg]](SQ)) <e€
Q £ x(W=y@ AJvi,va e Plx)/vi,y(2)/ v

F{P} x = p1 ~re y = po {Q}

[rand]

Ar is self-composable
F{P}a ~r {Q} F{Q}cq~ro o {Q}
F{P}aic ~rqe 2 {Q}

[seq]
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