n := 0;

repeat
n:=n+4 1;
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® Relational Hoare logic

® Extension of relational Hoare logic to probabilistic programs




® Relational Hoare logic




Intuition

Sgg{gt Confidentiality Policy
F.’::,'g:;f o"{jﬁ',{ft There is no information flow from the
m secret part of a system to the public

part of the system.

Examples of disallowed programs

output = auz || secret_key if (secret_key mod 2 = 0) then
output = 0"
else
auxr ‘= aux P secret_key; oulput = 1

outpul = aux || message



Non-Interference — Formal Definition

Program Variable Classification S1 =1 S
C is non-interferent iff

Public Private S =1 S — 5{ = Sé

(Low sensitivity) (High sensitivity)

equality on

public variables P
51 —L 52




Can we model non-interference through Hoare triples?

Non-interference relates two _
, _ mmm)  Not captured by Hoare triples
different executions of a program
single
executions

Possible solution



Can we model non-interference through Hoare triples?

Non-interference relates two _
, _ mmm)  Not captured by Hoare triples
different executions of a program
single
executions

Possible solution

(1) Simulate the pair of executions using one single
program P:

P = c:c % %
E E

(2) Use Hoare logic to reason about P Not a satisfactory solution



ci1 and cg are wrt input
set of variables | and output set of variables O iff

S1 =1 S — [[Cl]](sl) = [[CQ]](SQ) \V/SL So

Observational equivalence is a

Involves two (possibly different) programs;

¥ Pre- and post-conditions are relations (rather
than predicates) over program states

[c1]l(s1)

=0 [ec](s2)



c1 and co are wrt input
set of variables | and output set of variables O iff

S1 =1 S — [[Cl]](sl) = [[CQ]](SQ) \V/SL So

[eil(s1) =0 lc2]l(s2)

Observational equivalence is a

® Involves two (possibly different) programs; ‘ y

¥ Pre- and post-conditions are relations (rather
than predicates) over program states | |

Nick Benton
[POPL '04]



Standard Hoare Logic

C1Q}

= {F}c{Q}
ift
Vse S+ (s) = Q([c](s))

Relational Hoare Logic

a1~ ca{Q}

= a~ a{Q}
iff
Vsi, %9 €S 51 55 = [ca](s1) @ [e2](s2)



Examples

oo | |: {y<1>—|—1 = X<2>} Z = y—|—1 ~ Z =X {Z<1> = Z<2>}

if b then x =10 if b then y =1

! |: {b<1> = —|b<2>} il 1 ~J Al y - 0 {X<1> = )/<2)}
. B if b then x =0 if btheny =1 N
‘— {b<1> N b<2>} else x =1 else )2/:: 0 {X<1>+y<2> - 1}

while /<N do x = y+1
B ={=} x=y+1 ~ while i<N do {=}
I = I+x = I+Xx



[skip] [assgn]

- {P} skip ~ skip {P} - {Q[X<1>/A<1>,y<2>/8<2>]} x =A~y:=B{Q}

F{Pta~a{Q} F{Q}c~ca{Q}
= {P}ci;c{ ~ 5 {Q}

[abort] [seq]

- {true} abort ~ abort {Q}

=(P=PF) F{Pla~c{Q} F(Q=Q)
|_{P}C1NC2{Q}

[cons]

= (P= Gi1y = Go))
F{PAGa~a{Q} F{PA-Guy}c~c{Q}

|_{//\G1<1>}C1NC2 {/} ‘: (/:>G1<1> = G2<2>)
= {/} while Gl do ¢; ~ while G2 do & {/ N _IG1<1>}

[while]

I_{P_l} Co ~ Cq1 {Q_l} [inv] I_{P} C1 ~ C {Q} I_{P/} C2NC3{Q/}
|—{P}C1NC2{Q} '_{POP/}ClNC3{QOQ/}

[comp]

10



The above proof system

Only relates programs that are structurally equal.

v (=) if b then x =0 ~ x=0 {=)

else x =0

B There exist even pairs of structurally equal programs that cannot be related.

_y if bthen x =0 if -bthen x =1
Aty elsex =1 " else x =0 1=}

11



[contr]

- {false} c1 ~ &2 {Q}

{Qlx /Am]) x = A ~ skip (@) [

(PAGy A~ (@) F{PA-GY)d~ ()
I—{P}lf G then ¢ else ClNCz{Q}

[c-branch]

d-whil
- {P/\—IG<1>}Whlle G do ¢c ~ SklP{P/\ﬂG<1>} [ w 1e]

To derive

_y if bthen x =0 if -bthen x =1
- {=) elsex =1 " else x =0 1=}

we apply the [c-branch] rule twice (and once [inv]) to generate the
following proof obligations:

F{=Abuy Aboy} x =0 ~ x:=0 {=}
F{=A-byy A-bpy} x =1 ~ x =1 {=}
- {= /\b<1>/\ﬂb<2}x—0rvx—1{}
= {= A-bp 2y f x =1~ x=0{=}

] discharged by [assgn] + [cons]

J discharged by [contr] + [cons]

12



Proof System — Derivation Examples

<)/<1>=)/<2>>

x = y+1,; x = y+1,;

(ay =iy N Yay=y@))

X = y+1;
while (i< 10) do while (i< 10) do
X = y+1;
= I4+x I = I+x

(ay =iy N Yay=y@))




Proof System — Derivation Examples

Yy=ye@) (y =1y N Yay=Ye))

x = y+1; x = y+1,; x = y+1;
(xay =x@) A yay+l=xp))

z:=y+1 Z:=X

(Xay=X@) N zq)=20))

while (i< 10) do while (i< 10) do
x = y+1;
| = I+Xx | = I+x

(ay =iy N Yay=y@))




Proof System — Derivation Examples

Yy=ye@) (y =1y N Yay=Ye))
(Yay+l=yoy+1 A yy+1=y+1)
x = y+1; x = y+1,; x = y+1;

(Xay=X@) A yay+l=xp))
z:=y+1 Z:=X
(Xay=X@) N zq)=20))

while (i< 10) do while (i< 10) do
x = y+1;
| = I+Xx | = I+x

(ay =iy N Yay=y@))




Proof System — Derivation Examples

<)/<1>:)/<2>>
Yy 1=y +1 A yay+1=ypo+1)
x = y+1; x = y+1;
X1y =Xy N y)y+l=x2))
z:=y+1 Z:=X
(X =X@) N 2@y =2(2))

(ay =iy N Yay=y@))

x = y+1,
lmy=i) N yay=y@ A X2 =y@+1)

(imy=i2) N yay=y@ N X2 =y@+1)

while (i< 10) do while (i< 10) do
x = y+1;
= I4+x I = I+x

(y =iy A yay=ye) A X@=y@+1 A 2(ig=10))
Uy =1y A yay=Yyey)




Proof System — Derivation Examples

<)/<1>:)/<2>>
Yy 1=y +1 A yay+1=ypo+1)
x = y+1; x = y+1;
X1y =Xy N y)y+l=x2))
z:=y+1 Z:=X
(X =X@) N 2@y =2(2))

(ay =iy N Yay=y@))

x = y+1,
lmy=i) N yay=y@ A X2 =y@+1)

Uy =iy A yay=ye) A X@)=Ye)tl)
while (i< 10) do while (i< 10) do
ly=i2) N yay =) N X@)=Ytl A ig)=10)

x = y+1;

| = I+X | = I+X
(y =iy N yay=Yey N Xy =y@)+1)
Uiy =iy A vy =ye) A Xy =ye)+1 A =(igy<10))
Uy =1y A yay=Yyey)




Proof System — Derivation Examples

<)/<1>:)/<2>>
Yy 1=y +1 A yay+1=ypo+1)
x = y+1; x = y+1;
X1y =Xy N y)y+l=x2))
z:=y+1 Z:=X
(X =X@) N 2@y =2(2))

(ay =iy N Yay=y@))

x = y+1,
lmy=i) N yay=y@ A X2 =y@+1)

Uy =iy A yay=ye) A X@)=Ye)tl)
while (i< 10) do while (i< 10) do
ly=i2) N yay =) N X@)=Ytl A ig)=10)

x = y+1;
Uy +xy =iy +xe) A Yy =Yy A X@)=Y@)+1)
| == I+X | == I+Xx
(iy =l2y A Yoy =Yy A Xy =Yy@)+1)
(y =iy N yay=yey A Xe)=y@)+1 A 2(igy<10))
(iy =2y N yay=y))




Proof System — Derivation Examples

Yy =Ye2)) iy =iy A Yay=Y))
<y<1>+1:y<2>+1 A y<1>+1:y<2>+1>
x = y+1; x = y+1,; x = y+1;
X1y =x@2) A Yy +l=xp)) (iy =iy N yay=Ye) N x@y=y@e)+1)
z = y+1 Z =X
(X(1y =X(2) A 21y =2(2)) (iy =2y N Yy =Yy N X@)=Yy@)+l)
while (i< 10) do while (i< 10) do

ly =iy N yay=ye A Xy =@+l A igy<10)
(ay+yaytl=ig+xe) A Yoy =y A X@ =Y +1)

x = y+1;
(y+xa) =iy +x2) A yay=Ye) A X@)=Y@)+1)
| = |+X | = |+X

Uy =iy A Yoy =Yy A X =Y)+l)
<"<1>:"<2> N Yy =ye) A Xe)=ye+l A 2lin <10)




Proof System — Derivation Examples

Yy=ye) (iy=ipy N yay=ye))
<y<1>+1:y<2>+1 A y<1>+1:y<2>+1>
x = y+1; x = y+1,; x = y+1;
X1y =X2) A yy+1=x)) (iy =iy N Yy =Yy N X@)=ye)+1)
z:=y+1 Z:=X
(X(1y =X(2) N z(1y=22)) (iy =l2y N Yy =Y@) A X2y =Y@)+1)
while (i< 10) do while (i< 10) do

ly =iy N yay=ye A X2 =Y+l Aig=10)
(ay+yaytl=ig+xe) A Yy =Ye) A X =Y+l

x = y+1;
(y+xa) =iy +x2) A yay=Ye) A X@)=Y@)+1)
| = |+X | = |+X

Uy =iy A Yoy =Yy A X =Y)+l)
<"<1>:"<2> N Yy =ye) A Xe)=ye+l A 2lin <10)




Proof System — Derivation Examples

Yy =Ye2)) liy=ip A yay=yo)
Wy F1=y)+1 A yay+1=y2+1) (iy =iy N yay=ye) A yeytl=ye)+1)
x = y+1; x = y+1,; x = y+1;
Xy =Xy A yy+l=x@) (iy =iy N yay=yey A X@y=Yoy+l)
z:=y+1 Z:=X
(X(1y =X(2) A 21y =2(2)) (iy =2y N Yy =Yy N X@)=Yy@)+l)
while (i< 10) do while (i< 10) do

ly =iy N yay=ye A X2 =Y+l Aig=10)
(ay+yaytl=ig+xe) A Yy =Ye) A X =Y+l

x = y+1;
(y+xa) =iy +x2) A yay=Ye) A X@)=Y@)+1)
| = |+X | = |+X

Uy =iy A Yoy =Yy A X =Y)+l)
<"<1>:"<2> N Yy =ye) A Xe)=ye+l A 2lin <10)




Proof System — Derivation Examples

Y=ye) (iy =i2) A Y1y =Y2))
Y@y +l=yoy+1 A yy+1=y+1) (iy=1y N yay=ye A Yoy+l=ye+1)
x = y+1; x = y+1,; x = y+1;
Xy =Xy A yy+l=x@) (iy =iy N yay=yey A X@y=Yoy+l)
z:=y+1 Z:=X
(X@) =X(2) N 2(1) =Z2)) Uy =iy A yay=ye) A X@)=Ye)tl)
while (i< 10) do while (i< 10) do

ly =iy N yay=ye A X2 =Y+l Aig=10)
(ay+yaytl=ig+xe) A Yy =Ye) A X =Y+l

x = y+1;
(y+xa) =iy +x2) A yay=Ye) A X@)=Y@)+1)
| = |+X | = |+X

Uy =iy A Yoy =Yy A X =Y)+l)
<"<1>:"<2> N Yy =ye) A Xe)=ye+l A 2lin <10)




Soundness and Completeness of the Deductive System

The proof system RHL generates valid relational Hoare triples, ie

F{Pta~a{Q} = E{Pla~a{Q} (soundness)

but fails to be complete. For instance the following Hoare triples are valid but not
derivable:

sum = 0; 1 = 1; sum = 0; 7 = 1;
while (i<N) do while (j<M) do
7 =1 7= 1;
® {true} while (j<M) do ~  while (i<N) do {sum 1y = sumy}
sum ‘= sum + 1-J; sum ‘= sum + 1-J;
j =741 1 =1+ 1;
1 =1+1 g =7+1
z,y,1:=0,1,0;
i =01 0 while (i§6) do
Whlle (i<10) do =il =y

W {true; y=ytz =1t {y =y}
while (6<:<10) do
=Rl =
y=y+z,rz:=t

=1+1; t = v;
y—y—l—x T =1t

14



Logic for Total Correctness

- t
- {fali} abort ~ abort {Q} [tC abor ]

= {/ A\ G1<1> N ’U<1>:k} C1 ~ Co {/ AN ?J<1><k}
|= (/ — G1<1> = G2<2>) }: (I A G1<1> — ’U<1>ZO)
= {/} while Gy do ¢; ~ while Gpdo & {/ A =Gyqy}

[tc-while]




@ Extension of relational Hoare logic to probabilistic programs




Extending the Relational Logic to Probabilistic Programs — Roadmap

51 €—— | —>

56— Q —> 5




® Consider ordinary relations between program states as pre- and post-conditions
In Hoare triples:

C1 ~ (O

51 €—— | —>

t*'-'

! To interprete Hoare triples, define a lifting
operator

L(-): P(SxS) = P(D(S)xD(S))

that lifts relations over states to relations
over distributions on states py €— L(Q) —>

17



® Consider ordinary relations between program states as pre- and post-conditions
In Hoare triples:

C1 ~ (O

S| €—— ——=)

t*'-'

! To interprete Hoare triples, define a lifting
operator

L(-): P(SxS) = P(D(S)xD(S))

that lifts relations over states to relations
over distributions on states py €— L(Q) —>

% Adapt the proof system

17



@ To interprete Hoare triples, define a lifting
operator

L(:): P(S5xS) = P(D(S)xD(S))

that lifts relations over states to relations
over distributions on states

18



Lifting Relations to Distributions

L(:): P(AxB) — P(D(A)xD(B))

GigE)

i L(R) o 2 HMED(AXB)-{

& do

m(p) = pr A mo(p) = pi2
support(u) C R

ke D(Ax B) we define m1(p)(a) = > pepgm(a, b) and ma(p)(b) = > ,c 4 1(a, b).




Lifting Relations to Distributions — Network Flow Interpretation

Decide whether ;11 and p2 are related by £(R) 7 “
0.33 0.10
0.12 0.45
9 o2 0.33
a4 0.33

R = {(a1, b1), (a1, bo), (a3, b»), (as, b3)}




Decide whether p; and w2 are related by £(R)

0.33 0.10
0.12 0.45
0.22 0.33
0.33

R = {(31, bl), (31, bz), (33, b2). (34, b3)}

20



Decide whether p; and w2 are related by £(R)

0.33 0.10
0.12 0.45
0.22 0.33
0.33

R = {(31, bl), (31, bz), (33, b2). (34, b3)}

20



Decide whether p; and w2 are related by £(R)

0.33 = p1 + p2 0.10 = py 0.33 Sl
0.22 = p3 0.45 = p, + p3 0.12 0.45
0.33 = ps 0.33 = pq 0.22 0.33
0<pjfori=1,..., 4 0.33

R = {(31, bl), (31, bz), (33, b2). (34, b3)}

20



Decide whether p; and w2 are related by £(R)

0.33 = p1 + p2 0.10 = py 0.33 Sl
0.22 = p3 0.45 = p, + p3 0.12 0.45
0.33 = ps 0.33 = pq 0.22 0.33
0<pjfori=1,..., 4 0.33

R = {(31, bl), (31, bz), (33, b2). (34, b3)}

Witness
distribution

0.10
0.23
0.22
0.33

20



Given probabilistic programs ¢, ¢, and state
relations (pre- and post-conditions) ', @ € P(SxS)
we define the of relational Hoare triple

e~ o {Q} as follows:

\: 1~ QO {Q}
ift
Vsi,59 €S e 51 50 — [[Cl]](sl) /:,(Q) [[CQ]](SQ)

21



(7 = skip nop
abort abortion
S —F deterministic assignment
X2 u random assignment
if G then C else C conditional
while Gdo C while loop
Er sequence

rules for random

PRHL = RHL + "o qsignments

s1Psy £ (1 » Ave Ngpopng) L(Q) (12 » AV e Ng/0])

d
- {'D} X1 = H1 ~ Xo — (42 {Q} [ran ]

s1 P s = (,ul > Ave 7751[x1/v]) 'C’(Q) UE

TP i ~ skiplQ) drand

22



Specialized rules for random assignments

f: supp(p1) — supp(p2) bijective Vv € supp(p1) « p1(v) = p2(f(v))
siPs; = Vv esupp(ui)» (sifx1/v]) Q (s2[x2/f(v)])
"{P} X1 ;$:,u1 ~ X2 :$:,u2 {Q}

[perm]

pi(S) =1 s1Ps £ Vv esupp(ui)e (sifx/v]) Q=
F{P} x1 = uy ~ skip{Q}

[d-perm]

Application example

"{M} X1 $:Z/{[O].O] ~ X> $:Z/{[212] {X1<1> —|—2:X2<2>}

An application of the [cons] and [perm] rule with instance f = Ax« x + 2 generates
the following proof obligations:

f:]0...10] — [2...12] is bijective
v € [0...10] = U[0...10](v) =U[2...12](v+2)

B vel0...10] = v+2=v+2

23



51 P52 |: {P} C1 ~ O {Q}

R — (A<1> = B<2>)

PI’[Cl(Sl) : A] = PI’[CQ(SQ) : B]

s1 P s ={P}ca ~c{Q}

R — (A<1> — B<2>)

Pr[ci(s1) : Al < Pr[c(sp) : B]

Application examples

B Given programs
aa = x=2U{0,1}", y =xPz
C =y = Z/[{O, 1}”

prove that for any pair of initial states s; and s>
and bitstring w,

Prici(s1) : y=w] = Prlc(s2) : y=w]

By rule [Pr-Eq] this follows from showing that

= {true} c1 ~ {)/<1>=)/<2>}

B Given programs

ca = x=U{t f}; if (x=f) then x = U{t, [}

C = X 3 U{t, f}
prove that for any pair of initial states s; and sz,
Pr[ci(s1) : x=f] < Pr[ca(sz) : x=f]

By rule [Pr-Le] this follows from showing that

|: {tr_ue} C1 ~ Co {X<1>:f —> X<2>:f}

24



B Valid judgments do not satisfy conjunctivity of their post-conditions, ie

F{Pta~a{@}N F{Pla~a{} = F{Pla~ca{@i A}

Consider, for instance, programs
aa = x=U{0,1}; y =1—x
o = x=UuU{0,1}; y =U{0,1}

We have

= {true} a1 ~ & {X<1>=X<2>}
= {truet a1 ~ o {y@)=y@)}
~ {true} c1 ~ & {X<1>=X<2> A )/<1>:)/<2>}

B Valid judgments do, however, satisfy disjunctivity of their pre-conditions, ie

=iPita~eiQA FiRra~ai{l) = FiPiVPla~aiQ)

25



Certain properties require reasoning about
pair of program executions, for instance

® Non-interference
© Observational equivalence
® Program transformation correctness

and they cannot be modelled through
standard Hoare triples.

World of

World of tw

Logic

={P}a~a{Q}
Pr[cl(sl) : A] — Pr[C2(52) : B]

Probabilities

Relational Hoare Triples

51 €—— —> %

py €— L(Q) —> pa

Proof System

[assgn]

[skip]

F{P} skip ~ skip (P} F Rk /Ay /Ball x = A~y = B{Q)

F{Pta~a{Q} FH{Q}d~c{Q}
F{P}ccf ~ ;s {Q}

[abort] [seq]

= {true} abort ~ abort {Q}

F(P=P) H{Pla~a{Q} EF(@=0Q)
F{P}a~a{Q}

[cons]

E(P= Gy = Gp)
F{PAG}a~a{Q} F{PA-Gu}a~c{Q} y
= {P} if G; then ¢ else ¢{ ~ if G, then ¢, else ¢; {Q} (i

F{ANGu}a~call} E (= Gy = Gyz)) il
= {/} while Gy do ¢; ~ while Gy do ¢ {/ A—~Gypy} [while]

F{P Y o~a{Q !}

finv] F{Pla~a{Q} FH{P}la~c{Q}
F{Pla~ai@y

F{PoP}la~c{QoQ}

26



